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Installing ABBYY FlexiCapture

Before purchasing the product, analyze your document processing needs and select either the local or the distributed
version.

If you plan to process moderate amounts of documents (approximately 5,000 pages per day), employ one or two op-
erators for the job, and do not require any sophisticated batch routing, then Standalone Installation is the best choice.

If you plan to automate data capture and processing, require sophisticated batch routing based on document or batch
types, and need a scalable pool of centrally administered workstations, then select Distributed Installation.

Note: When installing the program under Windows Vista, Windows Server 2008 or newer operations systems, the
UAC should be disabled before installation or the native administrator account must be used.

Important! The distributed and local versions cannot be installed on the same computer.

Standalone Installation

System Requirements

¢ PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz

e  Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Windows Server
2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1 + Desktop Ex-
perience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experience (for
localized interfaces, corresponding language support is required)

e Memory: 512 MB for each CPU core, but no less than 1 GB
e Hard disk space: 1.5 GB (including 1 GB for installation)

e  Scanner supporting TWAIN, WIA or ISIS

e Video card and display with a resolution of 1024x768

e  Microsoft .NET Framework 3.5 SP1

Installation methods
The following installation methods are available to install the standalone version of ABBYY FlexiCapture:

. manually (interactive installation)

. from the command line

Interaction of the system components

The following figure displays the system component interaction for standalone installation:

Administrator

Station Operator Station

FlexiLayout
Studio

Licensing Server
TCP/IP 10041

. —

FormDesigner

If you have one license and several operator stations, then for connecting operator stations to the Licensing Server,
the 10041 port has to be opened manually in Firewall settings.

Manual (interactive) installation
To install the standalone version of ABBYY FlexiCapture:
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1. Inthe Autorun menu, select Standalone Installation (you can run the autorun.exe file manually).

2. Select a setup language. The setup program will compare the locale of your system and the selected lan-
guage. If the languages are incompatible, a warning message is displayed.

3. Next, the setup program checks the version of your operating system and the availability of the administrative
permissions. If the version of the operating system is not supported by the program or you do not have the
administrative permissions, a warning message is displayed and the setup program is terminated.

4. If all the checks are passed successfully, the end-user license agreement will be displayed. Read the license
agreement carefully and if you agree with the terms of the agreement, select the corresponding option and
click Next.

5.  Adialog box will open prompting you to enter some information about yourself. Enter the required information
and continue with the installation.

6. Inthe next dialog box, select one of the available installation modes:

. Administrator Station — The setup program installs the Administrator Station, FormDesigner, and
FlexiLayout Studio.

. Operator Station — The setup program installs only the Operator Station. (The Administrator Station,
FormDesigner and FlexiLayout Studio will not be installed).

. Administrator and Operator Stations — The setup program installs the Administrator Station, the Oper-
ator Station, FormDesigner and FlexiLayout Studio. By default this configuration is installed.

7. Next, select a destination folder. By default, the program is installed to %systemdrive%\Program
Files\ABBYY FlexiCapture 11. If there is not enough space on the selected hard disk, a window is displayed
showing your hard disks, the available free space, and the space required by the installation. Select a disk
with sufficient free space and continue with the installation.

8. The program files will be copied onto your computer. Once the installation is finished, the setup program will
display a message saying that the application has been successfully installed.

9. License Manager will be launched automatically so that you can activate your serial number. See the “Man-
aging Licenses” section for details.

Note: For information about configuring multiple workstations to work with a single license server, see Connecting
stations to the Licensing Server.”

Command line installation

In the default configuration, all recognition languages are installed on the local computer and the interface language is
selected automatically based on the regional settings of the computer on which the program is installed. By default,
the Administrator and Operator Stations installation mode will be selected (see above).

Run the setup.exe file located in the administrative installation folder using the command line options described be-
low.

Advertise installation
For advertise installation, type
Setup.exe /j

The ABBYY FlexiCapture icon will appear in the Start menu. Clicking this icon automatically installs the program in
default configuration.

Silent installation

In the case of silent installation, no setup dialog boxes are displayed and the program is installed in default configura-
tion.

Setup.exe /gn

Change “Ign” to “Iqb” if you want an installation progress bar to be displayed.

No other dialog boxes will be displayed.

Additional command line options

/L<language code> disables auto selection of the interface language and installs the program with the interface lan-
guage you specified.

The following language code values are available:

1033 English

1049 Russian
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IV <command line> passes the specified command line directly to msiexec.exe. The <command line> string can be
replaced with the following commands:

INSTALLDIR="<destination>" — the path to the folder where ABBYY FlexiCapture is to be installed.
SETUPTYPE_CMD="<install mode>" — available installation modes.

The following modes are available:

Full — Administrator and Operator Stations

Admin — Administrator Station

Operator — Operator Station

Note: See the previous section for a description of the available installation modes.

Example:

Setup.exe /gqn /L1049 /v INSTALLDIR="D:\FC11" SETUPTYPE_CMD=Full

As a result, the Administrator and Operator Stations will be installed into D:\FC11, and Russian will be used the lan-
guage of the interface.

Removing ABBYY FlexiCapture in silent mode
msiexec /x {uninstall registry key}.

The location of the uninstall registry key:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall (the Product ID is in the name
of the subkey with the product name in its values). You can also determine the Product ID by executing the following
command in the command line: "wmic product where "Name like '%FlexiCapture%™ get Name, Version,
IdentifyingNumber".

Distributed Installation

System Requirements

Servers
Application Server

¢  PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz. The use of processor
which has 2 or more cores is recommended for Application Server.

e  Operating system: Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1 + Desk-
top Experience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experi-
ence.

e Memory: no less than 2 GB for Application Server and 4 GB for MS SQL Server

e Hard disk space: 100 MB for installation, 2 GB for SQL Server database. Additional space is required for the
file storage.

e The computer where the server is installed must be connected to your domain
e Internet Information Server 7 or higher.
e  Microsoft .NET Framework 4.0 (4.5 if running under Windows Server 2012)

e Microsoft SQL Server 2005 SP2, 2008 SP1, 2008R2 SP2, 2012 SP1, 2014
Note: Microsoft Azure SQL is not supported.

e Oracle 10g, 11g or 12c
Administration and Monitoring Console
e Video card and display with a resolution of 1024x768
e Internet Information Server 7 or higher.
e  Microsoft .NET Framework 4.0 (4.5 if running under Windows Server 2012)

e Crystal Reports for Visual Studio 2010 (Version 13, 13.0.11.1467 is recommended), Crystal Reports
2008 (Version 12), Crystal Reports for Visual Studio 2008 (Version 10.5)

. Internet Explorer 7, 8, 9, 10 or 11.
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Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the com-
puter with the Application Server or add the address of an application server to the list of websites
that are opened in compatibility mode.

FlexiCapture Authentication Module
e Internet Information Server 7 or later
e  Microsoft .NET Framework 4.0 (4.5 if running under Windows Server 2012)
For operation of Web Module for login and registration one of the following web browsers is required:

e Internet Explorer 7, 8, 9, 10 or 11. Browser security settings: Internet Explorer medium-high protec-
tion level. If high protection level is used, the following option must be specified explicitly:

= Active scripting = Enable

Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the com-
puter with the Application Server or add the address of an application server to the list of websites
that are opened in compatibility mode.

Note. The Metro-style version of Internet Explorer 10 that comes with Windows 8 is not supported.
Note. Internet Explorer 64-bit is only supported under Windows 7/2008+ if Silverlight 5 is installed.
e Mozilla Firefox 14 or later (32-bit). Security settings for Mozilla Firefox:
= Java scripting = Enable
e Google Chrome 20 or later (32-bit). Security settings for Google Chrome:

= JavaScript = Allow all sites

Processing Server

PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

Operating system: Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1 + Desk-
top Experience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experi-
ence.

Memory: no less than 2 GB
Hard disk space: 100 MB for installation
Video card and display with a resolution of 1024x768

The computer where the server is installed must be connected to your domain

Licensing Server

Stations

PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

Operating system: Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1 + Desk-
top Experience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experi-
ence.

Memory: no less than 2 GB
Hard disk space: 100 MB for installation

The computer where the server is installed must be connected to your domain

Project Setup Station

PC with Intel® Pentium®j/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz

Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Windows Server
2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1+ Desktop Ex-
perience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experience (for
localized interfaces, corresponding language support is required)

Memory: 512 MB for each CPU core, but no less than 1 GB
Hard disk space: 1.5 GB (including 1 GB for installation)
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Scanner supporting TWAIN, WIA or ISIS
Video card and display with a resolution of 1024x768
The computer where the station is installed must be connected to your domain

Microsoft .NET Framework 3.5 SP1

Processing Station

PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Windows Server
2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1 + Desktop Ex-
perience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experience (for
localized interfaces, corresponding language support is required)

Memory: 512 MB for each CPU core, but no less than 1 GB
Hard disk space: 1.5 GB (including 1 GB for installation)
The computer where the station is installed must be connected to your domain

Microsoft .NET Framework 3.5 SP1

Verification Stations

Verification Station

e  PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

e  Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Win-
dows Server 2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008
R2 SP1 + Desktop Experience, Windows Server 2012 + Desktop Experience, Windows Server
2012 R2 + Desktop Experience (for localized interfaces, corresponding language support is re-
quired)

e Memory: 512 MB for each CPU core, but no less than 1 GB

e Hard disk space: 1.5 GB (including 1 GB for installation)

e Video card and display with a resolution of 1024x768

e The computer where the station is installed must be connected to your domain

e  Microsoft .NET Framework 3.5 SP1

Remote Verification Station

e  PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

e  Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Win-
dows Server 2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008
R2 SP1 + Desktop Experience, Windows Server 2012 + Desktop Experience, Windows Server
2012 R2 + Desktop Experience (for localized interfaces, corresponding language support is re-
quired)

e Memory:1GB

e Hard disk space: 100 MB

e Video card and display with a resolution of 1024x768
e  Microsoft .NET Framework 3.5 SP1

Web Verification Station

e Video card and display with a resolution of 1024x768

e Silverlight 5.1.20913 or later. (Microsoft Internet Explorer 11 only supports SilverLight when running
under Windows 7 SP1 or Windows 8.1).

One of the following web browsers:
. Internet Explorer 7, 8, 9, 10 or 11.

Browser security settings: Internet Explorer medium-high protection level. Detailed required settings
for Internet Explorer:
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= Run ActiveX controls and plug-ins = Enable

= Script ActiveX controls marked safe for scripting = Enable
=  Active scripting = Enable

=  File Download = Enable (to install Silverlight)

Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the com-
puter with the Application Server or add the address of an application server to the list of websites
that are opened in compatibility mode.

Note. The Metro-style version of Internet Explorer 10 that comes with Windows 8 is not supported.

Note. Internet Explorer 64-bit is only supported under Windows 7/2008+ if Silverlight 5 is installed.
e  Mozilla Firefox 14 or later (32-hit).
Security settings for Mozilla Firefox:
= Java scripting = Enable
=  Firefox will remember history (Tools -> Options -> Privacy) = Disable
e Google Chrome 20 or later (32-bit).
Security settings for Google Chrome:
= JavaScript = Allow all sites
=  Plug-ins = Run automatically

Note. All plugins are disabled by default. To enable a plugin, open chrome://plugins/ in the
browser and select the Always allowed option for the desired plugin.

Data Verification Stations
Data Verification Station

e  PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

e  Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Win-
dows Server 2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008
R2 SP1 + Desktop Experience, Windows Server 2012 + Desktop Experience, Windows Server
2012 R2 + Desktop Experience (for localized interfaces, corresponding language support is re-
quired)

e Memory:1GB
e Hard disk space: 100 MB
e Video card and display with a resolution of 1024x768

e  Microsoft .NET Framework 3.5 SP1
Web Data Verification Station

e Video card and display with a resolution of 1024x768

e Silverlight 5.1.20913 or later. (Microsoft Internet Explorer 11 only supports SilverLight when running
under Windows 7 SP1 or Windows 8.1).

One of the following web browsers:
° Internet Explorer 7, 8, 9, 10 or 11.

Browser security settings: Internet Explorer medium-high protection level. Detailed required settings
for Internet Explorer:

=  Run ActiveX controls and plug-ins = Enable

= Script ActiveX controls marked safe for scripting = Enable
=  Active scripting = Enable

= File Download = Enable (to install Silverlight)

Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the com-
puter with the Application Server or add the address of an application server to the list of websites
that are opened in compatibility mode.

Note. The Metro-style version of Internet Explorer 10 that comes with Windows 8 is not supported.
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Note. Internet Explorer 64-bit is only supported under Windows 7/2008+ if Silverlight 5 is installed.
Mozilla Firefox 14 or later (32-bit).
Security settings for Mozilla Firefox:
= Java scripting = Enable
=  Firefox will remember history (Tools -> Options -> Privacy) = Disable
Google Chrome 20 or later (32-bit).
Security settings for Google Chrome:
= JavaScript = Allow all sites
=  Plug-ins = Run automatically

Note. All plugins are disabled by default. To enable a plugin, open chrome://plugins/ in the
browser and select the Always allowed option for the desired plugin.

Scanning Stations
Scanning Station

PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Win-
dows Server 2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008
R2 SP1 + Desktop Experience, Windows Server 2012 + Desktop Experience, Windows Server
2012 R2 + Desktop Experience (for localized interfaces, corresponding language support is re-
quired)

Memory: 1 GB

Hard disk space: 1 GB (including 200 MB for installation and space for scanned images)
Scanner supporting TWAIN, WIA or ISIS

Video card and display with a resolution of 1024x768

Microsoft .NET Framework 3.5 SP1

ClickOnce Scanning Station

PC with Intel® Pentium®/Celeron®/Core ™2 Duo/Quad/Xeon®/Core™ i3/Core™ i5/Core™ i7, AMD
K6/Turion™/Athlon™/Duron™/Sempron™ with a minimum clock speed of 2 GHz.

Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Win-
dows Server 2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008
R2 SP1 + Desktop Experience, Windows Server 2012 + Desktop Experience, Windows Server
2012 R2 + Desktop Experience (for localized interfaces, corresponding language support is re-
quired)

Memory: 1 GB

Hard disk space: 1 GB (including 90 MB for installation and space for scanned images). The size of
downloadable file is 41 MB.

Scanner supporting TWAIN, WIA or ISIS
Video card and display with a resolution of 1024x768
Internet Explorer 7 or higher for ClickOnce deployment

Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the com-
puter with the Application Server or add the address of an application server to the list of websites
that are opened in compatibility mode.

Microsoft .NET Framework 3.5 SP1

Web Scanning Station

Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Win-
dows Server 2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008
R2 SP1 + Desktop Experience, Windows Server 2012 + Desktop Experience, Windows Server
2012 R2 + Desktop Experience (for localized interfaces, corresponding language support is re-
quired)

Video card and display with a resolution of 1024x768
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Scanner supporting TWAIN. WIA scanners are visible to the station but they are not guaranteed to
work.

Silverlight 5.1.20913 or later. (Microsoft Internet Explorer 11 only supports SilverLight when running
under Windows 7 SP1 or Windows 8.1).

One of the following web browsers:

Internet Explorer 7, 8, 9, 10 or 11.

Browser security settings: Internet Explorer medium-high protection level. Detailed required settings
for Internet Explorer:

=  Run ActiveX controls and plug-ins = Enable

= Script ActiveX controls marked safe for scripting = Enable
= Active scripting = Enable

= File Download = Enable (to install Silverlight)

Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the com-
puter with the Application Server or add the address of an application server to the list of websites
that are opened in compatibility mode.

Note. The Metro-style version of Internet Explorer 10 that comes with Windows 8 is not supported.
Note. Internet Explorer 64-bit is only supported under Windows 7/2008+ if Silverlight 5 is installed.
Mozilla Firefox 14 or later (32-bit).
Security settings for Mozilla Firefox:

= Java scripting = Enable

=  Firefox will remember history (Tools -> Options -> Privacy) = Disable
Google Chrome 20 or later (32-bit).
Security settings for Google Chrome:

= JavaScript = Allow all sites

=  Plug-ins = Run automatically

Note. All plugins are disabled by default. To enable a plugin, open chrome://plugins/ in the
browser and select the Always allowed option for the desired plugin.

The table below lists the operating systems on which the ABBYY Scanning Plug-In can be installed with vari-
ous permissions.

ABBYY Scanning Plug-In

oS Permissions UAC CAB EXE
Windows Administrator = v v
ServSeFr)ZZOOS User - v v'x
Installation is forbidden by
default
Windows XP | Administrator - v v
SP3
User - v v
Internet Explorer 8 or higher is
required
Windows Administrator Yes v v
Vista SP2,
Windows
Server 2008
SP2 No v v
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User Yes v v
The administrator password
will be required
No v v
Internet Explorer 8 or higher is
required
Windows 7 | Administrator Recommended v v
SP1,
Windows
Server
2008 R2 No v v
SP1
User Recommended v v
The administrator password
will be required
No v v
Windows Administrator Recommended v v
8/8.1
No v v
User Recommended v v
The administrator password
will be required
No X v
Windows Administrator Recommended X Véa
Server 2012 Installation is forbidden by
default

© 2014 ABBYY Production LLC. All rights reserved.
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No X Vg

Installation is forbidden by
default

User Recommended X v Kk

Installation is forbidden by
default

No X Vg

Installation is forbidden by
default

Windows Administrator Recommended X v kK
Server 2012 Installation is forbidden by

R2

default

No X Ve

Installation is forbidden by
default

User Recommended X v kK

Installation is forbidden by
default

No X Vg

Installation is forbidden by
default

*Note: To allow the ABBYY Scanning Plug-In to be installed by users, select the Disable Windows Installer

option (select Computer Configuration -> Administrative Templates -> Windows Components -> Windows In-
staller) and set it to Never.

**Note: To allow the ABBYY Scanning Plug-In to be installed on Windows Server 2012, run the executable

file Setup.exe as Administrator or change the security policy by setting the value of the registry key
HKEY_LOCAL_ MACHINE\Software\Policies\Microsoft\Windows\Installer DisableMSI to “0”.

Help.

Note: For detailed instructions on how to install the ABBYY Scanning Plug-In, see Web Scanning Station

Web Capture Station

Operating system: Windows XP SP3, Windows Vista SP2, Windows 7 SP1, Windows 8/8.1, Windows Server
2003 SP2, Windows Server 2008 SP2 + Desktop Experience, Windows Server 2008 R2 SP1 + Desktop Ex-
perience, Windows Server 2012 + Desktop Experience, Windows Server 2012 R2 + Desktop Experience (for
localized interfaces, corresponding language support is required)

Video card and display with a resolution of 1024x768
Scanner supporting TWAIN. WIA scanners are visible to the station but they are not guaranteed to work.

Silverlight 5.1.20913 or later. (Microsoft Internet Explorer 11 only supports SilverLight when running under
Windows 7 SP1 or Windows 8.1).

One of the following web browsers:

Internet Explorer 7, 8, 9, 10 or 11.

Browser security settings: Internet Explorer medium-high protection level. Detailed required settings for In-
ternet Explorer:

=  Run ActiveX controls and plug-ins = Enable
= Script ActiveX controls marked safe for scripting = Enable
= Active scripting = Enable

File Download = Enable (to install Silverlight)
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Note. To insure that Internet Explorer 11 works correctly, install .NET Framework 4.5 on the computer with
the Application Server or add the address of an application server to the list of websites that are opened in
compatibility mode.

Note. The Metro-style version of Internet Explorer 10 that comes with Windows 8 is not supported.
Note. Internet Explorer 64-bit is only supported under Windows 7/2008+ if Silverlight 5 is installed.
e Mozilla Firefox 14 or later (32-bit).
Security settings for Mozilla Firefox:
= Java scripting = Enable
=  Firefox will remember history (Tools -> Options -> Privacy) = Disable
e Google Chrome 20 or later (32-bit).
Security settings for Google Chrome:
= JavaScript = Allow all sites
*=  Plug-ins = Run automatically

Note. All plugins are disabled by default. To enable a plugin, open chrome://plugins/ in the browser and
select the Always allowed option for the desired plugin.

For operation of Web Capture Station, ABBYY Scanning Plug-In must be installed. Installation restrictions
are listed in the table. For detailed instruction on how to install ABBYY Scanning Plug-In, see Web Scanning
Station help.

Supported virtual machines

The following virtual machines are supported:
e VMware Server 2.0 (this platform is no longer supported by the manufacturer)
e VMware Workstation 6.5 - 9.0
e VMware ESXi 4.1.0 (server component of VMware vSphere)

e Hyper-V 6.0, 6.1 or 6.2 (Hyper-V version corresponds to the version of the operating system. Under Windows
Server 2008, Hyper-V 6.0 is used.)

Note: Hyper-V virtual machines do not work with USB devices. VMware ESXi virtual machines work with Wibu drivers
only, iKey drivers are not supported.

General information

Server operation system like Microsoft Windows Server 2008, 2008R2, 2012 should be used for server part of ABBYY
FlexiCapture installation.

The distributed installation of FlexiCapture includes three servers:

e Application Server

e Licensing Server

e  Processing Server
The Application Server coordinates the work of the stations ensures the correct operation of ABBYY FlexiCapture.
The following three steps are required to install the distributed version of ABBYY FlexiCapture:

1. Prepare the Application Server.
2. Install the servers.

3. Install the workstations.

Preparing the Application Server for installation on Windows 2012
These instructions can also be used when installing the Application Server on Windows 8.
The following components must be installed on your computer before you can install the Application Server:
e .Net Framework 4.0
e IS (Internet Information Services)
e This component can be installed by selecting Install External Components in the Autorun menu.
The .Net Framework 4.5 component is installed by default on Windows 2012 and Windows 8. Information about the

installed versions of .Net Framework can be found in the Windows registry. For more information, please refer to the
Microsoft website.
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1IS is installed using the server administration console. Press the Add roles and features button and select the Web
Server (1IS) value in the roles list to install 1IS. You may need the Windows installation disk to perform this operation.
The following 1IS components must be installed:
.Net Framework 4.5 Features
ASP.NET 4.5
Web Server (IIS)
Web Server
Common HTTP Features
Static Content
Default Document
HTTP Errors
HTTP Redirection
Application Development
.Net Extensibility 4.5
ASP.NET 4.5
ISAPI Extensions
ISAPI Filters
Security
Basic Authentication
Windows Authentication
Request Filtering
Management Tools
IIS Management Console
1IS 6 Management Compatibility
IIS 6 Metabase Compatibility
IS 6 WMI Compatibility
IIS 6 Scripting Tools
You may also install other IS components.

Preparing the Application Server for installation on Windows Server 2008 R2

This instruction can also be used when installing the Application Server on Windows 2008, Windows 7 and Windows
Vista.

Important! Before you start, it is recommended to disable the UAC or to perform all actions using the native adminis-
trator account.

To disable UAC:
1. In Control Panel open User Accounts.

f,‘, User Accounts 1ol =l
Q( ;]O li{ = Control Panel = User Accounts + Liser Accounts - lm] I Search Control Panel \!’_]_04
(7]

Control Panel Home Make changes to your user account

Manage your credentials Change your password —

Create a password reset disk Remave your password Administrator

. ‘ & Administrator
Manage your flle encryption Change your picture LL_) Password protected
certificates |

Configure advanced user profile

properties ! Manage another account

Change my environment variables 'ﬁi' Change User Account Control settings

2. Click Change User Account Control settings link and in the dialog box that opens, decrease the level of
user control to Never notify.
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G_‘ User Account Control Settings _ | ] | il

| v

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Contral settings

Always notify

Never notify me when:

® Programs try to install software or make changes to my
computer

® [ make changes to Windows settings

.@. Mot recommended. Choose this only if you need to use
programs that are not certified for Windows 7 because
—-_1- they do not support User Account Contral.

Mever notify

3. For changes to take effect, restart the computer after turning off UAC.

The Application Server coordinates the work of the stations ensures the correct operation of ABBYY FlexiCapture.
The following components must be installed on your computer before you can install the Application Server:

. .Net Framework 4.0

Select Install External Components in the Autorun menu to install this component.

Note: Information about the installed versions of .Net Framework can be found in in the Windows regis-
try. For more information, please refer to the Microsoft website.

« IS (Internet Information Services)

The Application Server can only be installed on a computer on which Microsoft Internet Information Server 7 or later is

installed. IIS is required for the correct operation of the Application Server, the Administration and Monitoring Console
and Web Stations.

To install 1S, do the following:

1. In My Computer local menu, choose Manage.
2. Inthe Server Manager console that opens, click Add Roles and from the roles list select Web Server (IIS).
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E;: Server Manager

=101 x|

File  Acton View Help
&= #=H

f}:! Roles T |
@:j Features
i Diagnostics
:ﬁ’& Configuration
5 Storage

r

View the health of the roles installed on your server and add or remove roles and features.

“| Roles Summary Roles Summary Help

+! Roles: 0of 17installed i{:a Add Roles

B Remove Roles

| | LI {; Last Refresh: Today at 4:32 AM  Configure refresh

Add Roles Wizard

ﬁ Select Server Roles

Before You Begin

Select one or more roles to install on this server.,

Server Roles Roles: Description:
Web Server (IIS) [] Active Directory Certificate Services Web Server (II5) provides a reliable,
} i . _ manageable, and scalable Web
Role Services LI Active Directory Domain Services application infrastructure.
o — D Active Directory Federation Services
oniirmation [ Active Directory Lightweight Directory Services
Progress

|:| Active Directory Rights Management Services
Results [ Application Server

|:| DHCP Server

|:| DMS Server

[ Fax Server

[] File Services

|:| Hyper-¥

] Network Policy and Access Services

|:| Print and Document Services

[] Remote Desktop Services

Web Server (II5)
] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Mext = I Install | Cancel |

During installation, Windows may ask you for the source distribution files, so you need to have Windows in-
stallation CD.

Enable installation of the following IS internal components:
Web Server

Common HTTP Features
Static Content
Default Document
HTTP Errors
HTTP Redirection

Application Development
.Net Extensibility 4.5
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ASP.NET 4.5
ISAPI Extensions
ISAPI Filters

Security
Basic Authentication
Windows Authentication
Request Filtering

Management Tools

1IS Management Console

11IS 6 Management Compatibility
IIS 6 Metabase Compatibility
IS 6 WMI Compatibility
IIS 6 Scripting Tools

Other IIS components can be installed according to user preferences, e.g., perform a complete installation of
I1S.

Installing the servers
Once you have made the preparations for installing the Application Server, install the servers.

By default, all servers are installed on the same computer. However, you can install them on different computers by
disabling the redundant servers in the setup program.

To install the ABBYY FlexiCapture servers:

1.
2.

In the Autorun menu, select Distributed Installation. Next, select Install Servers to start the installation.

Select a setup language. The setup program will compare the locale of your system and the selected lan-
guage. If the languages are incompatible, a warning message is displayed.

Next, the setup program checks the version of your operating system and the availability of the administrative
permissions. If the version of the operating system is not supported by the program or you do not have the
appropriate permissions, a warning message is displayed and the setup program is terminated.

If all the checks are passed successfully, the end-user license agreement will be displayed. Read the license
agreement carefully and if you agree with the terms of the agreement, select the corresponding option and
click Next.

A dialog box will open prompting you to enter some information about yourself. Enter the required information
and continue with the installation.

Next, select the servers to install. You can also specify a destination folder. By default, the program is in-
stalled to: %systemdrive%\Program Files (x86)\ABBYY FlexiCapture 11 Servers
(Yosystemdrive%\Program Files\ABBYY FlexiCapture 11 Servers if 32-bit OS version is used).

. Processing Server — the server that controls the operation of the Processing Stations

. Licensing Server — the server that stores and manages licenses. When you install servers on different
workstations, you must specify the address of this server or the Licensing Server in the format server,
without \\ or http:// (or IP-address)

. Application Server — the server that controls the operation of the other components. When you install
servers on different workstations, you must specify the address of this server or the Application Server in
the format server, without \\ or http://

. Web Stations — the Application Server components which allow operators to connect to the server and
work using a web-browser.

.  FlexiCapture Authentication Module — the Application Server component which allows operators of
Web stations to register with the system and create requests for access rights to the Web station. Pro-
vides operators of Web stations with a single entry point into the system. By default, this feature is not in-
stalled. For more information on how to choose the authentication method, please refer to How to choose
the user authentication type.

. Stations Installer — selecting this option will copy the stations’ setup files onto the Application Server so
that you can then deploy them from the server. SMS and Active Directory deployment are supported.
Once you select this component, you can specify the destination folder where to copy the setup files.
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Next, the setup program will check if .Net Framework 4.0 (or 4.5, if running under Windows Server 2012) and
IIS are installed on your computer. If any of the components is missing on your computer, the setup program
will display a warning message.

The program files will be copied onto your computer. Once the installation is finished, the setup program will

display a message saying that the application has been successfully installed.

9. Once the installation is complete, License Manager will be launched automatically so that you can activate
your serial number. See Managing Your Licenses for details. The Monitoring Station will also be launched,
where you can set up the installed Application Server.

10. If you see an error message in the Administration and Monitoring Console, open the IIS Manager console
(select Start -> Administrative Tools -> Internet Information Services (l1IS) Manager) and check if IIS
server and Default Web Site are running:

& Internet Information Services (IIS) Manager - @
’(é B | €3 ) HV_B7 SERV2012 » ‘ @ @ -
File View Help
Connections . Actions
G;J' HV_B7_SERV2012 Home
<, - 23 k - Manage Server
H\ﬁ Start Page . _ _— *  Restart
: Filter: - i Show All | G by: - -
4182 AV B7 SERV2012 (HV B7 SERv2 | 80 T N show roup by: Area
2 Application Pools ASP.NET . Stop
4-[@| Sites 2 3 e y : .
€D Default Web Site 7_:;;} N~ “ ‘;%’ ab| View Application Pools
I - | aspnet_client MET NET JMET Error NET MET Trust  Application  Connection View Sites
4 :—9 FlexiCapturel Authorizat... Compilation Pages Globalization Levels Settings Strings Get Mew Web Platform
b Capture Components

= ? DataVerification
1 - Monitering
1 -2 Scanning
b [P Server

b (2P Verification

< m

Ready

F E @R

Providers  Session State SMTP E-mail

Machine Key Pages and
Controls

115

D o L =

E

Authentic.., DefaLl\t Error Pages Handler HTTP HTTP ISAP] and
Document Mappings Redirect Respon..  CGI Restri..
- - o e B -~
I . =
U b, <,'::.[| ; £l o= A ety
ISAPI Filters  MIME Types  Modules Output Request Server Worker
Caching Filtering Certificates  Processes
Management
B &
Configurat... Feature Shared
Editor Delegation Configurat...

> 1] Features View | 2 Content View

@ Help

Online Help

&

If the server is stopped, in the Manage Server menu, choose Start. Similarly, check whether Default Web Site

is running.

IMPORTANT! The Application Server should be available on the Internet if you wish to use the remote stations over

the Internet.

Removing ABBYY FlexiCapture servers in silent mode

msiexec /x {uninstall registry key}.

The location of the uninstall registry key:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall (the Product ID is in the name
of the subkey with the product name in its values). You can also determine the Product ID by executing the following
command in the command line: "wmic product where "Name like '%FlexiCapture%'™ get Name, Version,

IdentifyingNumber".

External components required for the correct operation of the system

. iKey driver

This component is required if you plan to use a license stored on an iKey USB dongle manufactured by Rain-
bow. On a 64-bit operating system, you must install a 64-bit version of iKey driver manually. It can be in-
stalled by selecting Install External Components in the Autorun menu.

On 32-bit operating systems, no additional steps are required to install the iKey driver, as it will be installed

automatically.
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. CodeMeter runtime

This component is required if you plan to use a license stored on a CodeMeter USB dongle manufactured by
Wibu-Systems. No additional steps are required to install the driver. Installation will be done automatically
when the Licensing Server is installed.

«  Microsoft Core XML Services (MSXMLG6)
This component is required for the operation of the Application Server. It is installed automatically.

.  Crystal Reports

This component is used by the Administration and Monitoring Console to generate reports. Crystal Reports
can be installed on the same computer where the Application Server is installed. Without this component,
you will not be able to generate reports. However, all other Application Server management functionality will
be available. ABBYY FlexiCapture supports Crystal Reports basic for Visual Studio .NET 2008 and Crystal
Reports 2010. Crystal Reports is not installed automatically and should be installed manually. A 32-bit ver-
sion of Crystal Reports basic for Visual Studio .NET 2008 can be installed by selecting Install External Com-
ponents in the Autorun menu.

Note: Whether to install a 32- or 64-bit version of Crystal Reports is determined by the mode, in which the
pool of the Administration and Monitoring Console is running in IS (FlexiCapture 11 Monitoring). For details,
see “System components in IIS and their configuration.” By default the pool of Administration and Monitoring
Console runs in 32-bit mode. However, it can be transferred to 64-bit mode, which allows you to use Crystal
Reports 64-bit. For details, see “Switching system components to 64-bit mode.”

If the bit does not match or Crystal Reports is not installed, the following error message will appear:

A runtime error occurred:

CrystalReports loading failed

Details:

Description Exception has been thrown by the target of an invocation.

Source mscorlib

Stack trace at System.RuntimeTypeHandle.Createlnstance(RuntimeType type, Boolean publicOnly, Boolean
noCheck, Boolean& canBeCached, RuntimeMethodHandle& ctor, Boolean& bNeedSecurityCheck) at Sys-
tem.RuntimeType.CreatelnstanceSlow(Boolean publicOnly, Boolean fillCache) at Sys-
tem.RuntimeType.Createlnstancelmpl(Boolean publicOnly, Boolean skipVisibilityChecks, Boolean fillCache)
at System.Activator.Createlnstance(Type type, Boolean nonPublic) at Sys-
tem.RuntimeType.Createlnstancelmpl(BindingFlags bindingAttr, Binder binder, Object[] args, Culturelnfo cul-
ture, Object[] activationAttributes) at System.Activator.Createlnstance(Type type, BindingFlags bindingAttr,
Binder binder, Object[] args, CultureInfo culture, Object[] activationAttributes) at Sys-
tem.Reflection.Assembly.Createlnstance(String typeName, Boolean ignoreCase, BindingFlags bindingAttr,
Binder binder, Object[] args, Culturelnfo culture, Object[] activationAttributes) at
ReportManager.loadCrystalReports()

System components in IIS and their configuration

This section describes the IIS configuration which is required for the operation of FlexiCapture. This configuration is
selected automatically when you install the program. However, if any errors occur, the information in this section may
help you make sure that IIS is configured correctly.

Application pools
During the installation of the Application Server, the installer automatically adds three 1S application pools associated
with ABBYY FlexiCapture 11. Application pools enable interaction with workflows bound to one or more applications

and sharing data between them.
FlexiCapture 11 Monitoring — enables the operation of the Administration and Monitoring Console
FlexiCapture 11 Web Services — enables the operation of the Application Server.

FlexiCapture 11 Web Stations — enables the operation of the Web stations: Web Verification station, Web Data Veri-

fication station, and Web Capture station.

All pools are configured automatically during the installation of ABBYY FlexiCapture. Pool settings critical for correct
operation of the Application Server, are listed below:

- .Net Framework Version = v4.0
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ABBYY FlexiCapture application pools work in 32-bit mode. In IIS Manager Console, you can check if 32-bit mode is

Managed Pipeline Mode = Integrated

Identity = NetworkService

enabled. For this, do the following:

1.

2.

Run the IS Manager Console by selecting Start -> Administrative Tools -> Internet Information Services

(IIs) Manager.

w |0; » HV_B7 SERV2012

»

File View Help

@-H|2 |8

: rﬂ'j Start Page

4195 HV_B7_SERV2012 (HV_B7_SERVZ)

Q Application Pools
48] Sites
46D Default Web Site
b,j aspnet_client
4 ,‘? FlexiCapture1l
b.‘? Capture
pk? DataVerification
|‘> ,‘_? Monitaring
b.‘? Scanning
pk? Server
|‘> ,‘_? Verification

G‘; HV_B7_SERV2012 Home

Filter: * W Go v%ShowAH |Group by: Area - B~
ASP.MET
5 ¢ B G
3 € ¢ B e
.NET NET NET Error .NET {NET Trust  Application Connection
Autherizat.. Compilation Pages Globalization Levels Settings Strings

§ =

Machine Key Pages and

Controls
115
Authentic... Default
Document

¢ =

ISAPI Filters  MIME Types

Feature
Delegation

Management

Configurat..,
Editor

R & &

Providers  Session State SMTP E-mail

T

=) i ¢

i 9=

Error Pages Handler HTTP
Mappings Redirect

B o &=

& F =
Modules Qutput Request
Caching Filtering

Shared
Configurat..

HTTP
Respon..

Server
Certificates

E

ISAPI and
CGl Restri...

«ty
Worker
Processes

< m >

Ready

@ Features View |\ Content View

Choose Application Pools.
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@ |@ » HV_B7 SERV2012

+ Application Pools

File View Help

@-H|z |8

: r‘ﬁ Start Page
4 --i_ﬂ HV_B7_SERV2012 (HV_B7_SERVZ
@ Application Pools
a-[@) Sites
4 e Default Web Site
b aspnet_client
Al‘? FlexiCapture1l
p,é'? Capture
.‘? DataVerification
,‘? Monitaring

.‘? Scanning
.‘? Server

,é'? Verification

T T T T

aﬂ Application Pools

This page lets you view and manage the list of application pools on the server, Application pools are
associated with worker processes, contain one or more applications, and provide isolation among different

applications.

Filter - W Go v%ShowAH Group by: No Grouping -

Name - Status MET Fram... Managed Pipel... Identity Ap
ﬂ JNET vd.5 Started w40 Integrated ApplicationPoolld... 0
Q.NEI' wd.5 Classic Started w40 Classic ApplicationPoolld... 0
QDefaultAppPoo\ Started w40 Integrated ApplicationPeolld... 1
T HedCapture 111 Started . vi.0 i d ice 3
@FIE}(iCapturE 11 Web Services  Started w40 Integrated MNetworkService 1
@Fla(iCapture 11Web Stations ~ Started w40 Integrated MetworkService 4

<] [

< m >

Ready

3. Choose a desired pool from the list. In the Actions menu, select Advanced Settings...

4 (General)

w0
True

.NET Framewaork Version
Enable 32-Bit Applications
Managed Pipeline Mode Integrated
FlexiCapture 11 Monitoring
CQueue Length 4000

Start Automatically True

Start Mode OnDemand

CPU

Lirnit (1/1000 of %) 0

Limit Action Mohction

Limit Interval (minutes) ]

Processor Affinity Enabled False

Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4294367295

Process Model

Generate Process Model Event L
Identity

ldle Time-out (minutes)

NetworkService
20

Name

[name] The application pool name is the unique identifier for the
application pool.

d Add Application Pool...

Set Application Poel Defaults..

Application Pool Tasks
Start
Stop

N

Recycle...

Edit Application Pool
Basic Settings...

&

Recycling...
Advanced Settings...
Rename

K Remove
View Applications

@ Help

Online Help

&

The value of Enable 32-Bit Application must be True. It means that the pool works in 32-bit mode.

Besides, the installer adds the following applications to Default Web Site (the set of applications depends on the con-

figuration selected during the installation):

Default Web Site\FlexiCapturell\Monitoring — the Administration and Monitoring Console
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Default Web Site\FlexiCapturell\Server — the Application Server, in particular:

Default Web Site\FlexiCapturell\Server\WebhServices.dll — a web service of the Application Server which supports
both Windows and Basic authentication.

Default Web Site\FlexiCapturell\Server\WebServicesExternal.dll — a web service of the Application Server which
supports authentication by means of the FlexiCapture Authentication Module (this will be added if FlexiCapture Au-
thentication Module was selected during the installation of ABBYY FlexiCapture Servers).

Default Web Site\FlexiCapturell\Login — a Web-based interface for login and registration (this will be added if
FlexiCapture Authentication Module was selected during the installation of ABBYY FlexiCapture Servers)

Default Web Site\FlexiCapturell\DataVerification — Web Data Verification Station (will be added if the Web Sta-
tions component is selected during the installation of ABBYY FlexiCapture Servers)

Default Web Site\FlexiCapturell\Verification — Web Verification Station (this will be added if the Web Stations
component is selected during the installation of ABBYY FlexiCapture Servers)

Default Web Site\FlexiCapturell\Scanning — Web Scanning Station (will be added if the Web Stations component
is selected during the installation of ABBYY FlexiCapture Servers)

Default Web Site\FlexiCapturell\Capture — Web Capture Station (will be added if the Web Stations component is

selected during the installation of ABBYY FlexiCapture Servers)

Authentication settings for FlexiCapture Web Applications
To control access to the applications via http protocol, it is necessary to configure authentication settings (log-

in/password-based connection verification of a user’s identity). For this, choose a desired application and then choose

the Authentication item.

= Internet Information Services (I1S) Manager = |0
@ = :'9 » HV_B7 SERV2012 » Sites » Default\Web Site » FlexiCapturell » | B x|y i@ <
File View Help
: &) /FlexiCapture11 H :
. = exiLapture ome
< - LAl L= / p Open Feature
- Start Page ) —
[ Filter: - WG & Show All | Group by: - - £ Explore
493 1V _B7_SERV2012 (HV_B7_SERV2 fer O 7 now roup by: Area i i
K Edit Permissions...
¥ Application Pools ASP.NET ~n
- ,;_ Sites . =h \% “ F "\ .. 9{ |:| Basic Settings...
4 19 Default Web Site = e 4 . e L= View Virtual Directories
[+~ aspnet_client MET MNET .MET Error MNET .MET Profile .MET Roles  .MET Trust —
4. FlexiCapturell Authorizat.. Compilation Pages Globalization Levels Manage Application &
b P Capture s —_— = D Browse Application
e o — =
|>:9 DataVerification LE ?, ab| iﬂ? '_:| 5‘_\?_, % Browse %80 (http)
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[ _9 Scanning Settings Strings Centrols
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SMTP E-mail
~
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@ <‘.:_1 98] AE S J'J"
thenticati Default Error Pages Handler HTTP HTTP MIME Types
i Document Mappings Redirect Respon...
.
3oel = @;
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Caching Filtering
Management -~
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< [T > (2 Content View
Ready Gj

Then select a required authentication method from the list and enable it.
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Internet Information Services (IIS) Manager -

(_9 » HV_B7 SERV2012 » Sites » Default Web Site » FlexiCapturell » |&D

@F

File View Help

' P Authenticat -
Authentication
€, - L & 5, 8 Click here to learn how to
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e Group by: Mo Groupin - rotecti
493 HV_B7_SERV2012 (HV_ET_SERV2 i foapmg Brmlection
2 Application Pools MName Status Response Type 2
;_Q' Sites Anonymous Authentication Disabled
46D Default Web Site ASP.NET Impersonation Disabled Disable
|> °| aspnet_client Basic Authentication Enabled HTTP 401 Challenge Advanced Settings...
4 [P FlexiCapturell Forms Authentication Disabled HTTP 302 Login/Redirect Proviie e
pii' Capture | Windows Authentication Enabled HTTP 401 Challenge f @ e
b (P DataVerification ] =1
Monitoring Online Help
Scanning
Server
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Configuration: 'Default Web Site/FlexiCapturel1' web.config Gﬂ

To access ABBYY FlexiCapture applications, different authentication types are used:

Windows authentication — a user tries to login to the server using the same credential under which the user browser
runs. (Using UTF-8-encoded characters in the user name and the password may be not supported.) To pass Windows
authentication, the user must be either a local user of the computer or a user of the domain which includes this com-
puter.

Basic authentication — login and password are transmitted over the network in clear text. To pass Windows authen-
tication, the user must be either a local user of the computer or a user of the domain which includes this computer.

Anonymous authentication — the server does not require the client to transfer the credential. Users accessing the
server operate under a special local account, that is, they are considered local users and are authenticated on their
computers.

FlexiCapture Authentication Module (ABBYY FlexiCapture Authentication) — user name and password are
passed the same way as when using Basic authentication, authentication is performed against a FlexiCapture data-
base which stores users’ logins and password hashes. To pass the authentication, it is necessary that the login and
password of the account match the login and password specified in the FlexiCapture database. This makes it possible
to use logins and passwords which are not related to Windows user accounts.

By default, the FlexiCapture Authentication Module is not installed during the installation of servers. In this case, the

following authentication settings are specified in IIS:

Default Web Site\FlexiCapturel1\Monitoring (Administration and Monitoring Console) - only Windows authentica-

tion:
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@ » HV_B7 SERV2012 » Sites » DefaultWeb Site » FlexiCapturell » Monitoring »
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Default Web Site\FlexiCapturell\Server (Application Server) - both Windows authentication and Basic authentica-
tion are enabled:

@ » HV_B7 SERV2012 » Sites » DefaultWeb Site » FlexiCapturell » Server »

File View Help
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b@ DataVerification
D@ Menitoring

[ @ Scanning

p@ Server

b@ Werification

< m [ [> (= Content View

Cenfiguration: 'Default Web Site/FlexiCapture11/Server' web.config
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Default Web Site\FlexiCapturell\DataVerification (Web Data Verification Station) - only Anonymous authentication

is enabled:
&= Internet Information Services (I1S) Manager = |0 -
@ ) B » HV_BT_SERV2012Z » Sites » DefaultWeb Site » FlexiCapturell » DataVerification » |m ’ }‘:I\ '@1"
(€ £

File View Help

Connections . . Actions
ST 3 Authentication © Hep
ifj Start Page Group by: No Grouping . Online Help
4935 HV_B7_SERV2012 (HV_B7_SERV2 .
::.? Application Pools MName Status Response Type
4.8 Sites Anonymous Authentication Enabled
a @ Default Web Site ASP.NET Impersonation Disabled
|> | aspnet_client Basic Authentication Disabled HTTP 401 Challenge
pl ’_3' FlexiCapturel1 Forms Authentication Disabled HTTP 302 Login/Redirect
b [ Capture Windows Authentication Disabled HTTP 401 Challenge
b -2 DataVerification
Menitaoring
I [ Scanning
Diif Server
I ia' Werification
< m v . - Content View
Configuration: 'Default Web Site/FlexiCapturel1/DataVerification' web.config Gﬂ

Default Web Site\FlexiCapturell\Verification (Web Verification Station) - only Anonymous authentication is ena-
bled.

Default Web Site\FlexiCapturel1\Scanning (Web Scanning Station) - only Anonymous authentication is enabled.
Default Web Site\FlexiCapturell\Capture (Web Capture Station) - only Anonymous authentication is enabled.
If the FlexiCapture Authentication Module was installed, the following authentication settings are specified in IIS:

Default Web Site\FlexiCapturell\Monitoring (Administration and Monitoring Console) - only FlexiCapture authenti-
cation is enabled for this folder and all its files and subfolders, except for the Default Web
Site\FlexiCapturell\Monitoring\DBConnection.aspx page, for which only Windows authentication is enabled, and
for the Server folder. For all pages, except for the DBConnection.aspx page, redirecting to the Default Web Site\Login
page is configured in the case of the HTTP 401 error, which enables automatic switching to the login page if the user

cannot pass the FlexiCapture authentication.

Default Web Site\FlexiCapturell\Server (Application Server) - Windows, Basic, and FlexiCapture authentications
are enabled for this folder and all its files and subfolder, except for the Default Web

Site\FlexiCapturell\Server\WebServices\External.dll file, for which only FlexiCapture authentication is enabled.

Default Web Site\FlexiCapturell\Login (Web-based interface for logging on existing users or registering new users)

- only Anonymous authentication is enabled.

Default Web Site\FlexiCapturell\DataVerification (Web Data Verification Station) - only Anonymous authentication

is enabled.

Default Web Site\FlexiCapturell\Verification (Web Verification Station) - only Anonymous authentication is ena-
bled.
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Default Web Site\FlexiCapturel1\Scanning (Web Scanning Station) - only Anonymous authentication is enabled.

Default Web Site\FlexiCapturell\Capture (Web Capture Station) - only Anonymous authentication is enabled.

Handler Mappings

In 1IS services, handlers process requests to sites and applications. The handlers are mapped to resources on a web
server and create responses to those requests. Like the modules, the handlers are implemented using native or man-
aged components, such a dynamic DLL or managed code.

After the installation of ABBYY FlexiCapture Application Server, the installer performs the following actions:

1) Adds to IIS the mappings required for correct processing requests from the Application Server. These map-
pings can be view in the IS Manager console. For this, select the Handler Mappings item for Default Web
Site\FlexiCapturell\Server (the Application Server).

g5 Internet Information Services (IIS) Manager - | &
@ = :9 » HV_B7 SERV2012 » Sites » DefaultWeb Site » FlexiCapturell » Server » | - )“’I\
File View Help
) Acti
& 3 Handler Mappings

Add Managed Handler...

%5 Start Page
.95 HV_BT SERV2012 (HV_B7_SERVZ
¥ Application Pools

Use this feature to specify the resources, such as DLLs and managed code, that handle responses for Add ScuptRI=gE
specific request types. Add Wildcard Seript Map...

Sit Group by: State - Add Medule Mapping...
4@ Sites = 4 Modde MESRSEEE
46 Default Web Site Name - Path State Path Type Handle Edit Feature Permissions...
- aspret client Enabled Revert To Parent
a3 f‘;—’"capt“m” ABBYY FlexiCapture 11 WebService  *.dll Ensbled Unspecified IsapiMe View Ordered List..
b Capture i dii Enabied Fiie sapiiic | | @ Help
b -[¥ DataVerification :
b Online Help
I :9 Menitoring
[ :9 Scanning
b -[¥ Server
I :9 Verification
< [T >
< mn » . - Content View

Cenfiguration: 'Default Web Site/FlexiCapture11/Server' web.config €

For correct operation of the Application Server, the installer creates a mapping “ABBYY FlexiCapture WebService”
with the following parameters:

Request path = “*.dII”

Executable = "C:\inetpub\wwwroot\FlexiCapture11\Server\WebServiceslsapi.dil”
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Edit Script Map [ |

Request path:
L]

Example: *.bas, wsvc.axd

Executable:
| Chinetpubiwwwroot\FlexiCapturel1\Server\sapiloader.dll | II'

|AEBW FlexiCapture 11 WebService

| Request Restrictions...

OK | | Cancel

Access = “Script”

Request Restrictions _
Mapping Access

Specify the access required by the handler

) None
O Read

O Write
® Script

O Execute

OK | | Cancel

Note: It may happen that a third-party application is installed on the same computer as the Application Server, and it
can intercept requests of ABBYY FlexiCapture. In this case, the following error message will occur when starting the

Administration and Monitoring console:
A runtime error occurred:

Cannot get file storage path

Details:

Description Client found response content type of ‘text/nhtml; charset=utf-8', but expected 'text/xml'. The request failed
with the error message: -- Server Error in Application "DEFAULT WEB SITE/FLEXICAPTURE11/SERVER"Internet

Information Services 7.5
Error Summary
HTTP Error 500.0 - Internal Server Error

There is a problem with the resource you are looking for, so it cannot be displayed. Detailed Error InformationModule

IsapiModule

Notification ExecuteRequestHandler
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Handler Custom Handler

Error Code 0x8007007f

Requested URL http://127.0.0.1:80/FlexiCapturell/Server/WebServices.dllI?Handler=Default

Physical Path C:\inetpub\wwwroot\FlexiCapture11\Server\WebServices.dll

Logon Method Negotiate

Logon User WORKGROUP\WIN-COSLCUOARGAS$

In this case, a handler which intercepts the request to the Application Server is called Custom Handler.

2) For the Default Web Site\FlexiCapturell\Scanning and Default Web Site\FlexiCapturell\Capture appli-
cations, installs the level AccessPolicy = Read, Script (Execute = false). To set the parameter value manual-

ly, choose the application in the applications tree, go to the Handler Mappings section, and choose the Edit
Feature Permissions command from the Actions menu.

ISAPI and CGI Restrictions

The installer of FlexiCapture servers creates an allowance for the ISAPI-extension of the Application Server.

To view the list of allowed ISAPI-extensions, at the upper level of the IIS Manager console (the level of IIS server)
select ISAPI and CGI Restrictions.

e Internet Information Services (IIS) Manager - |0

@ e |€3 » HV B7 SERVZDI2 » |m %
File View Help

Connections . Alerts

re y ng ISAPI and CGI Restrictions

( E‘ The CGl module is not
&5 Start Page installed. You can specify
= CGl applications that are
4-93 HV_B7_SERV2012 (HV_B7_SERV2 -

K X allowed to run, but they will
Application Pools Group by: Ne Grouping -

Use this feature to specify the I15AP] and CGl extensions that can run on the Web server,

not be able to run until the
R Sites Description Restricti... Path CGl module is installed,
4@ Default Web Site ASP.NET v4.0.30319 Allowed  CAWindows\Microsoft NET\Framework\w4.0.30319\aspnet_isap | I
b “P’_‘Et—‘“e”t ASP.MNET v4,0.30319 Allowed  C\Windows\Microsoft. NET\Framework64\v4.0,3031%\aspnet_is:
4 —;‘ E\:XICCaptture'l'l  FlexiCapture 11 Web Services  Allowed Chinetpub\wwwroot\FlexiCapture11\5erver|sapiloader.dll Add...
B apture
b Dafa\u‘erification De.n}-'
|>39 Monitering Edit...
b Scanning X Remove
a-[ Server Edit Feature Settings...
b _ Microsoft.VCE @ Help
- Monitoring ;
: |> | ScanStationin Online Help
I :3 Werification
< n >
< m v . = Content View

Cenfiguration: 'localhost’ applicationHost.config Gj

“FlexiCapture 11 Web Services” extension (path “C:\inetpub\wwwroot\FlexiCapturel1\Server\lsapiLoader.dll”) must be
allowed.
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Edit ISAPI ar CGI Restriction _

ISAPI or CGI path:
C:\inetub\wmruot\FluiCa i 4 | El

Description:

|FIexiCapture'|'| Web Services |

Allow extension path to execute

QK | | Cancel |

Checking the operation of IS

To check the operation of IIS, start IS by selecting Start>Control Panel>Administrative Tools=>Internet Infor-
mation Services. If a problem occurs when starting 11S, the following message will be displayed: “The process cannot
access the file because it is being used by another process.

This error message means that port 80 is in use. To find out which application is using the port, do the following:

1. Inthe command line (Start>Run), type
netstat -anop TCP|find ":80"
The list of connections to port 80 will be displayed and the ID of the corresponding process in the following format:
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING 1264

2. Type
tasklist /SVC /FI "PID eq 1264"
replacing 1264 with the ID of the process obtained at step 1. The result will be displayed in the following format:
Image Name PID Services

Virus.exe 1264 KillMePIz

3. End the process that uses the port.
Important! Do not switch IIS over to another port, as you will not be able to start the Application Server in this case.

Switching system components to 64-bit mode
Important! This configuration is not recommended (e.g., pool of the Application Server (FlexiCapture 11 Web Ser-

vices) does not work in 64-bit mode). In particular, when using Oracle as a database server, the Oracle client through
which a connection to the database is performed must work in the same bit mode as both the pool of Administration
and Monitoring console (FlexiCapture 11 Monitoring) and the pool of Application Server. If you switch the pool of Ad-
ministration and Monitoring console to 64-bit mode, it will work in a different mode than the Application Server pool
(which works in 32-bit mode). A possible solution is to install two identically configured Oracle clients one of which

works in 32 bit mode and the other in 64 bit mode.

You may need to switch the pool of Administration and Monitoring console to 64-bit mode if you are using Crystal Re-
ports x64 (a tool for generating reports), as they must work in the same bit mode, and using Crystal Reports x32 is not
possible.

By default, the pool of the Administration and Monitoring console works in 32-bit mode. To switch it to 64-bit mode, do

the following:

1. Open IIS Manager Console by selecting Start -> Administrative Tools -> Internet Information Services
(IIS) Manager.
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€5 » HV_B7_SERV2012

File View Help

@-Hi% e
?ﬂ Start Page
485 HV_B7_SERV2012 (HV_BT_SERV2

@ Application Pools

4[] Sites

2 &) Default Web Site
|| aspnet_client
‘--,‘_E“‘ FlexiCapturell

b ,‘? Capture
b ¥ DataVerification
3 Maonitoring
3 Scanning
3 Server
3 Verification
<] [ [ [>

L} » HV_B7 SERV2012

% HV_B7_SERVZ2012 Home

Filter: - ¥ Go - gShowAll | Group by: Area
ASP.NET ~
i N2 L}
& = =NV ab|
NET NET .MET Error NET MNET Trust  Application Connection
Authorizat... Compilation Pages Globalization Levels Settings Strings
i R &
Machine Key Pages and Providers  Session State SMTP E-mail
Controls
s ~
3 = 3*5'; e
ﬁ [V] i Ijﬂ 2L ggb
Authentic... Default Error Pages Handler HTTP HTTP ISAPI and
Document Mappings Redirect Respon...  CGI Restri...
= I Er = =] =
O = 4 » & I &
ISAPI Filters  MIME Types  Medules Cutput Request Server Worker
Caching Filtering Certificates ~ Processes
Management ~
o
Configurat... Feature Shared
Editor Delegation Configurat...

» Application Pools

Manage Server
Restart

Start

Stop

[ B3

View Application Pools

View Sites

Get New Web Platform
Components

o Help

Online Help

3.

File View Help

@ -H\& e
.. Start Page
a .‘i HV_B7_SERV2012 (HV_B7_SERVZ|

Application Pools

48] Sites

a @) Default Web Site
|- | aspnet_client
A--.._E‘,‘ FlexiCapturell

Ed Capture

DataVerification

% Monitoring

Scanning

Server
,‘_E“‘ Verification

% Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, contain ene or more applications, and provide isolation among different

applications.

Filter: ~ ¥ Go - g Show All |Groupby'. Ne Grouping -

Marne - Status MET Fram... Managed Pipel... Identity Ap
@.NI:—I' vA.5 Started w40 Integrated ApplicationPoolld... 0
@.NI:T w45 Classic Started wd0 Classic ApplicationPoelld... 0
BDafauH'AppPool Started vd.0 Integrated ApplicationPoolld... 1
I@Flm{i&plule 11 Mo Started  wd0 | d MNetworkService 2
@Fle}(iCapture 11 Web Services  Started w40 Integrated MetworkService 1
@FlexiCapture 11 Web Stations  Started w40 Integrated MetworkService 4

[<] m

Content View

& Add Application Pool...

Set Application Pool Defaults...
Application Pool Tasks

Start

Stop

4
[ ]
-
“

Recycle...

Edit Application Pool
Basic Settings...
Recycling...
Advanced Settings...
Rename

x Remove

View Applications

0 Help

Online Help

From the list of pools, choose FlexiCapture 11 Monitoring and in the Actions menu, select Advanced Set-

tings...
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Advanced Settings _

4 (General) ~
MET Framewaork Version vd.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
_ FlexiCapture 11 Monitoring =
Cueue Length 4000
Start Automatically True
Start Mode OnDemand
4 CPU
Limmit (1/1000 of % 0
Lirnit Action MNohction
Limit Interval (minutes) 0
Processor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model

[ Generate Process Model Event L

Identity NetworkService
|dle Time-out (minutes) 20 A
Name

[name] The application pocl name is the unique identifier for the
application pool.

OK | | Cancel

The value of Enable 32-Bit Application parameter must be False. It means that the Administration and Monitoring

console works in 64-bit mode.

In addition, check if using of 64-bit version of ASP.net is allowed in IIS settings. For this, open the 1IS Manager con-

sole and choose the IIS server. From the menu on the right, select ISAPI and CGI Restrictions.

Allow using ASP.NET v4.0.30319 for Framework 64-bit (path C:\Windows\ Microsoft. NET\ Framework64\
v2.0.50727\ aspnet_isapi.dll)
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< - # L (i) The CGl module is not

; Q\j Start Page
.95 HV_B7_SERV2012 (HV_B7_SERVZ

installed. You can specify

Use this feature to specify the I15AP] and CGl extensions that can run on the Web server, CGl applications that are

% Application Pool Group by: No G . . allowed to run, but they will
il Application Faols P By: No Grouping not be able to run until the
4-@] Sites Description Restricti... Path CGl module is installed.

Ve ] Default Web Site ASP.NET v4.0.30319 Allowed  C:\Windows\Microsoft.NET\Framewaork\v4.0.3031%\aspnet isap | THEg

B ~ “P’_‘Et—"'e”t E ASP.MET v4.0,30319 Allowed  C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet isi

- E\:MCCaptureﬂ FlexiCapture 11 Web Services  Allowed Cihinetpub\wwwroot\FlexiCapture11\Server\Isapiloader.dil Add...
[ apture B
T I Deny
I ¥ DataVerification E.n'
[ Monitering Edit...
I :9 Scanning XK Remove
4-[F Server Edit Feature Settings...
Cobe - Microsoft:VC¢ @ Help—
¢ b~ Monitoring "
i\ p-[Z ScanStationln Online Help
I -[2# Verification

< m >
< [ > [E] Features View || Content View

Cenfiguration: 'lecalhost’ applicatienHest.config

FIEIEIEIRIEID e

Database server
SQL

%

* For the Application Server to work, MS SQL Server is required (for the supported versions, see System Require-
ments). On the server, the "Mixed Mode" ("SQL server and Windows authentication") must be enabled for authentica-
tion. The installation CD contains MS SQL Server 2005 Express. It can be used for demonstration purposes and small
projects. This version limits the database size to 4 GB. If another edition or a newer version of MS SQL Server is in-

stalled on your computer, you can use that edition or version.
Required SQL Server Collation: SQL_Latin1_General_CP1_CI_AS.
Note: Microsoft Azure SQL is not supported.

Oracle

* Instead of SQL Server, the Oracle Server can be used as a database server (for the supported versions, see System
Requirements). For this, a 32-bit client for the Oracle database must be installed.

Important! By default, an Oracle database allows a maximum of 40 processes and 49 sessions. When these limits
are reached, the following error message occurs: “ORA-12516: TNS:listener could not find available handler with
matching protocol stack.”

If required, increase the default values by using a script similar to the following:
connect sys/<Login> as sysdba;

alter system set sessions=<SessionCount> scope=spfile;

alter system set processes=<ProcessCount> scope=spfile;

shutdown immediate;

startup;
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Interaction of the system components

The following figure displays the system component interaction for distributed installation:

Web Applications Y f Remote Stations
T E i E r
Web Login Web Capture Web Scanning “ eb Dd.ta Admm-st_rdh_on Scanning . de_ Rl.ir."m.g
y . i ‘erification and Maonitaring - ‘Werification Verification
lModule Station Station . Station .
Station Console Station Station

. - .

Stations T Tools

Project Setup Verification FlexilLayout

F Desi
Station Station Studio ormuesigner

Application Server Processing Server License Server
{1sy TCE 10022 TCP 10041
HTTP 8O0
HTTPS 443
f f
¥ ¥ ¥
SOL Server File Storage Processing Station
TCP 1433 TCP 10023

So the following ports have to be enabled:
. Application Server— 80 if HTTP is used or 443 if HTTPS is used
. Processing Server — 10022
. Licensing Server — 10041
. Processing Station — 10023

Note: It is recommended that you should disable the iPv6 protocol in the adapter properties, otherwise addresses of
the hosts are not displayed correctly in the Administration and Monitoring Console.

Installing the stations
The following installation methods are available to install the stations:

. manually (interactive installation)
. from the command line
. using Active Directory

. using Microsoft Systems Management Server (SMS)

The automated installation methods give you speed and flexibility when installing ABBYY FlexiCapture on a local area
network, as you do not have to install the program manually on each individual workstation.

Manual (interactive) installation

To install ABBYY FlexiCapture stations:
1. Inthe Autorun menu, select Distributed Installation.
2. Select Install Workstations to start the installation.

3. Select a setup language. The setup program will compare the locale of your system and the selected lan-
guage. If the languages are incompatible, a warning message is displayed.
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4. Next, the setup program checks the version of your operating system and the availability of the administrative
permissions. If the version of the operating system is not supported by the program or you do not have the
administrative permissions, a warning message is displayed and the setup program is terminated.

5. If all the checks are passed successfully, the end-user license agreement will be displayed. Read the license
agreement carefully and if you agree with the terms of the agreement, select the corresponding option and
click Next.

6. A dialog box will open prompting you to enter some information about yourself. Enter the required information
and continue with the installation.

7. Next, select a destination folder. By default, the program is installed to: %systemdrive%\Program
Files\ABBYY FlexiCapture 11 Stations

8.  Select the stations to install:
. Scanning Station scans documents and sends them to the server for further processing

. Processing Station automatically recognizes, imports, and exports documents; controlled by the Pro-
cessing Server

. Project Setup Station is used to set up projects on the server and local projects

. Data Verification Station is used to verify uncertainly recognized characters

. Verification Station is used to verify data, correct document assembly errors, handle exceptions
. FlexiCapture Studio is a tool for creating FlexiLayouts

. FormDesigner is a tool for creating forms
Just like the servers, the stations can be installed on the same or on different computers.

9. If a Processing Station is selected, a dialog box will appear where you must select the account under which
the Processing Station service will run. By default, the service runs under the user NETWORK SERVICE. If
you plan to import/export data on this station from/to a storage location with restricted user rights, or if this
station is not in the domain, you can specify the user that has the appropriate rights. In this case, the Pro-
cessing Station service will run under this user.

10. The program files will be copied onto your computer. Once the installation is finished, the setup program will
display a message saying that the application has been successfully installed.

11. If FlexiLayout Studio, FormDesigner, Verification or Project Setup Station is installed, provide the name
or the address of the Licensing Server in the next dialog box. The Licensing Server is installed via server in-
stallation. The name should not contain slashes, for example: MainServer

Command line installation

By default, all FlexiCapture stations will be installed. For the name of the Licensing Server, the setup program will
specify the name of the computer from which the stations are being installed (in the case of local installation, localhost
will be specified). Network Service will be specified as the user of the Processing Station. The interface language will
be either English or the language specified in the regional settings of the operating system.

Run the setup.exe file located in the administrative installation folder using the command line options described be-
low.

Advertise installation
For advertise installation, type
Setup.exe /j

The program icon will appear in the Start menu of the workstation. Clicking this icon automatically installs the program
in default configuration.

Silent installation

In the case of silent installation, no setup dialog boxes are displayed and the program is installed in default configura-
tion.

Setup.exe /gn

Change “Ign” to “Igb” if you want an installation progress bar to be displayed.
No other dialog boxes will be displayed.

Additional command line options

/L<language code> disables auto selection of the interface language and installs the program with the interface lan-
guage you specified.
The following language code values are available:
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1033 English
1049 Russian

IV <command line> passes the specified command line directly to msiexec.exe. The <command line> string can be
replaced with the following commands:

INSTALLDIR="<destination>" — the path to the folder where ABBYY FlexiCapture 11 stations to be installed.
STATIONS=0,1,2,3,4,5,6 — the list of stations to install.

The numbers 0 to 6 correspond to the following stations:

0 — Scanning Station

1 — Processing Station

2 — Verification Station

3 — Data Verification Station

4 — Project Setup Station

5 - FlexiLayout Studio

6 - FormDesigner

ACCOUNTTYPE=Custom, LOGIN=user name, PASSWORD=password

You can specify an account under which to run the Processing Station service.

Example:

Setup.exe /qn /L1049 /v INSTALLDIR="D:\FC11" STATIONS=1,4 ACCOUNTTYPE=Custom
LOGIN=Domain\UserLogin PASSWORD=PSWD

As a result, the Processing and Project Setup Stations will be installed into D:\FC11, and Russian will be used the
language of the interface. The Processing Station service will run under the account Domain\UserLogin and the
password will be PSWD.

PROTECTIONSERVER=ServerName — the name of the Licensing server.

Removing ABBYY FlexiCapture stations in silent mode

msiexec /x {uninstall registry key}.

The location of the uninstall registry key depends on the type of operating system.

32-bit system: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall

64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall
(the Product ID is in the name of the subkey with the product name in its values). You can also determine the Product
ID by executing the following command in the command line: "wmic product where "Name like '%FlexiCapture%'™
get Name, Version, ldentifyingNumber".

Using Active Directory

Microsoft© Windows© 2000 Server and later include an integrated directory service, Active Directory, which in turn
includes Group Policy. The Software Installation snap—in, which is part of Group Policy, allows you to install a soft-
ware application on several workstations simultaneously.

Three major installation methods are implemented in Active Directory: Publish to User, Assign to User, and As-
sign to Computer. ABBYY FlexiCapture can be installed using the Assign to Computer method. ABBYY
FlexiCapture will be installed on the specified workstation after the workstation is restarted.

The Publish to User and Assign to User methods are not supported.

When deploying ABBYY FlexiCapture using Active Directory®, the account of the computers in the Domain Comput-
ers domain must have read right to the administrative installation folder.

Example: Deploying ABBYY FlexiCapture using Active Directory

The program is installed on one domain computer or on a group of domain computers:

1. During Server Installation, install the Station Installer. If you did not install the Station Installer when installing
the Application Server, install the Station Installer by selecting Control Panel=>Add or Remove Pro-
grams—->Change.

2. Select Start>Control Panel>Administrative and then select the Active Directory Users and Computers
item.
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ﬁuiltin builtinDomain
CJComputers Container Default container for upar...
(] Domain Controllers Organizational ...  Default container for dom...
(JForeignSecurityPrincipals Container Default container for secu...
([(LostandFound lostandFound Default container for orph...
DNTDS Quotas msDS-QuotaCo...  Quota specifications cont...
(JProgram Data Container Default location for storag...
DSystem Container Builtin system settings
(Cusers Container Default container for upar...
Infrastructure infrastructurel. ..

3. Right—click the site, domain, or another organized unit that contains the computer or group of computers onto
which ABBYY FlexiCapture 11 is to be installed.
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On the shortcut menu, select Properties and click the Group Policy tab:
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To improve Group Policy management ;1

eito the Group Policy
Management Console (GPMC).

= Current Group Policy Object Links for gag
Group Policy Object Links | Na Override | Disabled
Eﬁ’ Default Domain Policy

Group Policy Objects higher in the list have the highest priority.
This list obtained from: ShadowDC.gag.ru

New | agd. | Edt | |

Options... | Delete... | Properties | Dowrn |

[~ Block Policy inheritance

[ ok | camcad | b |

Click New, enter a descriptive name, and click OK.

Right-click the Group Policy Object you have created and select Edit...
In the Group Policy window, right-click Computer Configuration/Software Settings/Software Installation.

On the shortcut menu, select New/Package.

i Group Policy Object Editor = = lﬂl_)il
File Action Yiew Help

«= | BAEEFERDB| @

© N o o

ZF FlexiCapture 8.0 license edition [t | Name | Version | Deployment state | Source |
E]@ Computer Configuration ; e
(1 Software Settings There are no items to show in this view,

Package... |

-] Windows Setting:

(-] Administrative e View »
= @ User Configuration ——

#-(2] Software Setting  E25t€

-] Windows Setting:  Refresh

-] Administrative T Export List...

Properties

Help

| |

|Creates a new object in this container,
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9. Provide the path to the file ABBYY FlexiCapture 11 Stations.msi, which is located in the administrative in-
stallation folder on the server.
10. Select the Advanced deployment method.
Select deployment method:
 Pubfished
" Assigned

.........................

Select this option to configure the Published or Assigned options,
and to apply modifications to a package.

[ ok | cancel |

11. In the dialog box that opens, click the Modifications tab and then click the Add button.

21

Generall Deploymentl Upagrades | Categories Modifications |Securily|

ABBYY FlexiCapture 8.0 Professional Propetties

Modifications or transforms allow you to customize the package and are
applied to the package in the order shown in the following list:

Modifications:

\\shadowdc\Vegaserverh

tiave Down

Important! Do not press OK until all transforms are added and ordered

correctly. For more information, right-click on the Modifications list box, and
then click What's this?

0K Cancel
12. Select the interface language to be used in ABBYY FlexiCapture 11. The language files are located in the
administrative installation folder on the server.
The list of available files and their corresponding languages:
1033.mst English
1049.mst Russian
Using SMS

Microsoft Systems Management Server automates software deployment and eliminates the need to go directly to the
locations where the software is to be installed (computers, groups, or servers).

SMS deployment includes the following three stages:

1. Creating an ABBYY FlexiCapture deployment package.
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2. Creating a deployment script (contains installation parameters: names of computers, time of installation, con-
ditions for installation, etc.).

3. Deployment of the program on the workstations by SMS based on the script settings.

Example: Deploying ABBYY FlexiCapture using Microsoft SMS
1.  When installing the Application Server, create an installation package for ABBYY FlexiCapture stations.
2. Inthe SMS Administrator console, select the Packages node.

3. Inthe Action menu, select New/Package.

'i'm sms - [Systems Management Server] = 5]1]

File Action View Help

«» | meE 2

H Name I
3 Site Database (001 E Site Database {001 - Abbyy)

@ Site Hierarchy

@ Collections

= adver Open

Repot ™4l Tasks >  Package From Definition
Produ

(A Queris Print

(S softw  Refresh
@syste
i C} Secyr  FProperties
@ Tools  Help

) onlinecrorary————

|Select this item to create a new SMS Package.

|
wstartl J @ -] JI"&] sms - [Systems Mana... J ’ §&%i{ 18:09

4. Inthe Package Properties dialog box, fill out the required fields.
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® N o o

ABBYY FlexiCapture 9.0 English Package Properktie

Distnbution S ettings I Reporting I Security
General I Crata Source I Data dccess

ﬁ I.-’-'-.BBW FlexiCapture 9.0 Englizh Change |con... |

2 x|

tarne: FlesiCapture

Werszion: IEI. 1]

Publisher: I-"-"-B B

Larguange: IEninsh

Carmrment: ﬂ

] I Cancel Amply

Help

Click the Data Source tab.
Make sure that This package contains source files is cleared and click OK.
Expand the node of the newly created package and select Programs.

In the Action menu, select New/Program.
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"Hi sms - [Systems Management Server\Site Database (001 - Abbyy)\Packages\ABBYY ABBYY FlexiCapture 8.0 English\Prog|

File Action Yiew Help
¢o | amSRB | 2

E Systems Management Server MName: | Run Time (hh:mm) ] Disk Space | Comment
=-3) Site Database (001 - Abbyy)
@ Site Hierarchy
@ Collections
=] @ Packages
= g ABBYY ABBYY FlexiCapture 8.0 English
(_B Access Accounts
(i Distribution Points

2 -

Eﬂ Advertisement __-OJLl

g Software Mete Sreaan l
[+ Reporting .

Eg Product Compli ¥iew »

[ Ca Queries Scaa
@ Software Updz
[+ Ci.'j System Status

Security Rights ExportList.s.
= = Tools elp

%) Online Library —

There are no items to show in this view,

Print
Refresh

|Creates a new object in this container.

Efstartl J ¥} J (L) My Documents ”‘ﬁ] sms - [Systems Mana... 1 untitled - Paint | J

9. Inthe Program Properties dialog box, click the General tab and on this tab:

|
WA 2

. Inthe Name field, type a descriptive name of the program
. Inthe Command Line field, type setup.exe /q

. Inthe Start in field, provide the network path to the ABBYY FlexiCapture administrative installation folder
(e.g. \MyFileServer\Programs Distribs\ABBYY FlexiCapture 11).

10. Inthe Program Properties dialog box, click the Environment tab and on this tab:
.  Clear the User input required option
. Select the Runs with administrative rights option

. Make sure that the Run with UNC name option is selected

11. Adjust the running parameters if required and click OK.

12. You can also use the Distribute Software Wizard. In the Action menu of the package, select Distributive
Software and follow the instructions of the wizard.
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Distribute Software Wizard x|

Welcome to the Distribute Software
YWizard

Thiz wizard helpz you diztribute zoftware to clients.

Y'ou can select or create a software package and copy the
package to distnbution pointz on your nebwork.

Y'ou can then advertize a pragram to collections that clients
are members of, or create a new collection to advertize the
program ko.

To distribute saftware, chck Hest.

< Black

Cancel |

Important! You cannot create Distribution Points.

Installing Remote Stations

Using Remote Stations allows you to connect to the Licensing Server from the computers which are not part of the
LAN. Remote Stations include the Data Verification and Scanning stations. The Verification station can be both regu-
lar and remote.

Remote Stations can connect to the Application Server via HTTP.
To install Remote Stations:

1.  Select Distributed Installation.

2. Select a menu item corresponding to a station to be installed.

3. Select a setup language. The setup program will compare the locale of your system and the selected lan-
guage. If the languages are incompatible, a warning message is displayed.

4. Next, the setup program checks the version of your operating system and the availability of the administrative
permissions. If the version of the operating system is not supported by the program or you do not have the
administrative permissions, a warning message is displayed and the setup program is terminated.

5. If all the checks are passed successfully, the end-user license agreement will be displayed. Read the license
agreement carefully and if you agree with the terms of the agreement, select the corresponding option and
click Next.

6. A dialog box will open prompting you to enter some information about yourself. Enter the required information
and continue with the installation.

7. Next, select a destination folder. By default, the program is installed to: %systemdrive%\Program
Files\ABBYY FlexiCapture 11 <Station>\. If there is not enough space on the selected hard disk, a window
is displayed showing your hard disks, the available free space, and the space required by the installation. Se-
lect a disk with sufficient free space and continue with the installation.

8. The program files will be copied onto your computer. Once the installation is finished, the setup program will
display a message saying that the installation has completed successfully.

IMPORTANT!

1. The Application Server should be published to the Internet if you wish to use the remote stations over the In-
ternet.

2. The Processing Server should be started to use remote stations.
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3. Basic-authentication should be enabled in 1IS in the Default Web Site\FlexiCapturel1\Server folder to use
such authentication type when connect to the Application Server.

Upgrading from ABBYY FlexiCapture 9.0 and 10

ABBYY FlexiCapture 11 can be installed on the same computer where ABBYY FlexiCapture 10 or 9 is already in-
stalled, but versions 10 and 9 cannot be updated to version 11.

You cannot use your ABBYY FlexiCapture 9 and 10 serial numbers to run ABBYY FlexiCapture 11.

You can use ABBYY FlexiCapture and ABBYY FlexiLayout projects and FlexiLayouts created in earlier versions of the
program. When you open an ABBYY FlexiCapture and ABBYY FlexiLayout project created in an earlier version of the
program, it will be converted to the ABBYY FlexiCapture 11 format. Once a project is converted, it can no longer be
opened in the earlier versions.

If you have documents already loaded into the system, we recommend that you first complete the processing of these
documents and only then migrate to ABBYY FlexiCapture 11.

Updating projects created in a standalone edition of ABBYY FlexiCapture (*.fcproj)

Projects created in a standalone edition of ABBYY FlexiCapture are stored in the file system. You can open projects
created in ABBYY FlexiCapture 9.0 or 10 (.fcproj) and use them in ABBYY FlexiCapture 11. Please note the following:

- After you open an .fcproj in ABBYY FlexiCapture 11, you will no longer be able to open it in ABBYY
FlexiCapture 9.0 or 10. If you think you will need to open an .fcproj in ABBYY FlexiCapture 9.0 or 10 in the
future, create a copy of that project before opening it in ABBYY FlexiCapture 11.

- Once a project is updated, the Document Definitions lose their “published” status. To publish the Document
Definitions, on the Administrator Station, select Project -> Document Definitions, then select the Document
Definitions to publish and click Publish.

- When you open an ABBYY FlexiCapture 9.0 or 10 project in ABBYY FlexiCapture 11, you may need to de-
lete all the processing results and analyze all the pages once again. (You may continue using old projects
without recognizing the documents again, but some data may be displayed incorrectly. For instance, if there
are format errors in an ABBYY FlexiCapture 9.0 or 10 project, they will not be displayed in the document
window in the same way as such errors are displayed in ABBYY FlexiCapture 11.)

Updating projects and databases created in a distributed edition of ABBYY FlexiCapture

A distributed edition of ABBYY FlexiCapture works with projects that are stored in the database on the Application
Server.

There are several ways to migrate from an earlier version to ABBYY FlexiCapture 11.

Connecting to a database created in an earlier version of ABBYY FlexiCapture

Once ABBYY FlexiCapture 11 servers are installed, you can use the Administration and Monitoring Console to con-
nect to the database and file storage location that were used by your earlier version of ABBYY FlexiCapture. Then
update the database to the new version and continue working with it. If you choose this method, you will no longer be
able to work with your earlier version of ABBYY FlexiCapturea.

Note: After you complete the steps described in this section, you will no longer be able to use your earlier version of
ABBYY FlexiCapture. For this reason, we recommend that you back up your old database and file storage location
before you processed with these steps. You can then use these back-up copies to restore the operation of your earlier
version of ABBYY FlexiCapture if any problems occur. To back up your old database, use the back-up tools available
in MS SQL or Oracle (depending on the type of DBMS that you use). Then copy all of the contents of the file storage
location to a secure location. For detailed instructions on how to create a back-up copy, see the System Administra-
tor’s Guide of your earlier version of ABBYY FlexiCapture.

To connect to the old database:
1. Complete the processing of documents with your earlier version of ABBYY FlexiCapture.
=  Complete the processing of all the batches that have already been registered in the system.
= Start the Administration and Monitoring Console.

= In the Administration and Monitoring Console, select Service -> Cleanup to remove any redundant da-
ta.
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2.

3.

4.

Select Monitoring -> Sessions to make sure there are no open sessions. If you see any open ses-
sions, close the clients where this sessions are running.

Note: If, for some reason, you cannot close all of the clients with open sessions, disconnect the Appli-
caton Server from the database. To achieve this, clear the value of
HKEY_LOCAL_MACHINE\SOFTWARE\ABBYY\FlexiCapture\9.0 (or 10.0)\WebServices
“DBConnectionString” in the Windows registry and restart the World Wide Web Publishing Service in
the services.msc snap-in. Once you complete this step, you will no longer be able to use your earlier
version of ABBYY FlexiCapture.

Connect to the database of your earlier version of ABBYY FlexiCapture.

Start the Administration and Monitoring Console of ABBYY FlexiCapture 11, select Service -> Applica-
tion server, and click the Connect to existing database button.

Specify the name of the database server, the name of the database, and the path to the file storage lo-
cation which were used by your earlier version of ABBYY FlexiCapture and click OK.

See Connecting to an existing database for more information about connecting to an existing database.

Update the database to the version used by ABBYY FlexiCapture 11.

After you connect to the database of your earlier version of ABBYY FlexiCapture, you will see an Up-
grade link next to the name of the database on the page Service -> Application server. Click this link.
The database will be updated to the version used by ABBYY FlexiCapture 11. Once you complete this
step, you will no longer be able to use the database in earlier versions of ABBYY FlexiCapture.

Update the projects on the Application Server of ABBYY FlexiCapture 11.

Start the Project Setup Station of ABBYY FlexiCapture 11 and open all of the projects on the Applica-
tion Server, one by one. When you open an old project, it will be updated to the version used by ABBYY
FlexiCapture 11. Note that once a project is updated, the Document Definitions lose their “published”
status. To publish the Document Definitions, on the Project Setup Station, select Project -> Document
Definitions..., then select the Document Definitions to publish and click Publish.

Moving projects created in an earlier version of ABBYY FlexiCapture to a new database

If you wish to keep your earlier version of ABBYY FlexiCapture and at the same time use its projects in ABBYY
FlexiCapture 11, you need to create a new database in ABBYY FlexiCapture 11 and move the required projects to this
database. Note that this method will not move your documents.

Proceed as follows:

1.

Export the projects created in your earlier version of ABBYY FlexiCapture from the Application Server to the
file system.

On the Project Setup Station of your earlier version of ABBYY FlexiCapture, open the projects on the
Application Server, one by one, and use the Project > Export Project command in the main menu to
export the projects to the file system. This will only export the projects, the documents will not be ex-
ported. Therefore, be sure to complete the processing of the documents in your earlier version of
ABBYY FlexiCapture;

Create a new database in ABBYY FlexiCapture 11.

In the Administration and Monitoring Console of ABBYY FlexiCapture 11, create a new database and
specify the path to the new file storage location (see Creating a database for detailed instructions);

Update the projects to the version used by ABBYY FlexiCapture 11 and upload them onto the Application
Server.

On the Project Setup Station of ABBYY FlexiCapture 11, open the exported *.fcproj projects, one by
one. When you open an old project, it will be updated to the version used by ABBYY FlexiCapture 11.
Note that once a project is updated, the Document Definitions lose their “published” status. To publish
the Document Definitions, on the Project Setup Station, select Project -> Document Definitions...,
then select the Document Definitions to publish and click Publish.

Once a project has been updated, upload it onto the Application Server by selecting File -> Upload
Project to Server in the main menu of the Project Setup Station.

See Uploading a project to the server for more information about uploading projects onto the server.
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Using ABBYY FlexiLayout Studio 9.0 or 10 projects (*.fsp)
All FlexiLayout Studio 9.0 or 10 projects can be opened in FlexiLayout Studio 11. Please note the following:

- Itis impossible to open an .fsp-project in ABBYY FlexiLayout Studio 9.0 or 10 once it was opened in ABBYY
FlexiLayout Studio 11, so you should create a copy of the project before opening it in ABBYY FlexiLayout
Studio 11 if you still need to open it in ABBYY FlexiLayout Studio 9.0 or 10.

- After opening a FlexiLayout Studio 9.0 or 10 project in ABBYY FlexiLayout Studio 11 you may need to delete
all processing results and analyze all pages once again.

- Due to changes in FlexiLayout language some compilation errors may occur. In this case you will need to
correct errors and re-compile FlexiLayouts.

Using FlexiLayouts (*.afl) created in ABBYY FlexiLayout 9.0 or 10
FlexiLayouts compiled in ABBYY FlexiLayout 9.0 or 10 can be loaded into ABBYY FlexiCapture 11.

Sometimes due to changes in FlexiLayout language some compilation errors may occur. In this case open the *.fsp
project in ABBYY FlexiLayout Studio 11, correct the errors and re-compile FlexiLayouts.
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Managing Your Licenses

After you install the program, you need to activate your serial number. This section describes the use of ABBYY
FlexiCapture 11 License Manager, the license management utility supplied with ABBYY FlexiCapture 11.

Overview

ABBYY FlexiCapture 11 License Manager is a license management utility. It is installed on the Licensing Server
when the server are installed.

The License Manager allows you to:

. add new licenses
. activate licenses
. view license parameters

. select and enable licenses
Hardware licenses are activated in the same way as software licenses.

ABBYY FlexiCapture 11 License Manager

The main License Manager window contains the following columns:

. Licenses —displays the list of the installed licenses

. License parameters — displays the parameters of the selected license

(44 ABEYY FlexiCapture 11 License Manage

License Service Help

Licenses

| Mumber Protection Type Installation Type Expiration Date

Software (File) Unlimited

Hide License Parameters << Activate License... Update License. .. Select Refresh Close
License Parameters
Description ol
Serial Number DVRP-1100-0003-2164-4801-6653
Expiration Date Unlimited =
Protection Type Software {Fils)

Virual machines support Yes L

License purpose
License purpose General

Business process outsourcing service (BPO) Yes

Workstations
Scanning stations

Web Scanning stations
Werffication stations
Web Verffication stations
Project setup stations

RN REN)

License properties
. General — the serial number, expiration date, licensing method, ability to use a virtual machine

. License purpose — type of license (software or hardware), ability to provide document processing ser-
vices
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. Work stations, Tools — restrictions on the number of stations in the system and the use of development
tools (FlexiLayout Studio, FormDesigner).

. Productivity — restrictions on the use of ABBYY FlexiCapture 11.

. Processing — additional document processing parameters: use of FlexiLayouts, use of additional recog-
nition languages

. Custom components — use of components created by users
. Import — additional import capabilities

. Export — additional document and image export capabilities

License statuses
. Activated (the license had been activated)

. Expired (the license had expired or the page limit has been reached)
The current (i.e. active) license has a v next to it and is highlighted in bold.

Buttons

. Hide License Parameters<< (License Parameters>>) — hides (shows) the detailed information about
the selected license

. Activate License... - launches the ABBYY FlexiCapture Activation Wizard

. Update License... - refreshes the information about the activated license

. Select - makes the selected license current (i.e. active)

. Refresh - refreshes the information about the licenses available on the Licensing Server

. Close - closes the Licenses manager

Activating a license
ABBYY takes steps to protect its intellectual property from piracy. Software piracy is harmful both to manufacturers
and to end users alike. Unlike legally purchased software products, pirated software is never safe and secure.

If your end-user license agreement allows you to install and use the product only one computer, installing it on several
computers will breach the agreement and violate the copyright laws of the Russian Federation. The activation tech-
nology restricts the number of software copies that can be used simultaneously and thus prevents the installation of
one licensed copy on an unlimited number of computers. At the same time, one licensed copy may be installed and
activated on one and the same computer any number of times without any restrictions.

You will not be able to use the software product unless you activate it.

How is activation carried out?

The activation process takes very little time and is carried out via an activation wizard. The activation wizard helps
you to send the data required for activation to ABBYY. These activation data are sent to ABBYY in the form of a code
(Product ID) which is generated based on the hardware on which the product is installed. No personal data are used
to generate the code and the user remains completely anonymous.

The following activation methods are available:

. Vvialnternet - activation is carried out automatically and takes several seconds to complete; this method
requires an active Internet connection

. by e-mail - an e-mail message is generated that contains the data required for activation; please do not
alter the body or the subject of the message to ensure a prompt reply from the mail robot

. by e-mail from another computer — an e-mail message is generated that contains the data required for
activation; you can use this method if the Licensing Server is not connected to the Internet and e-mail
messages cannot be sent from it

. load activation file — connect an activation file you received by e-mail in response to an activation re-
quest
Once the activation is complete, ABBYY FlexiCapture 11 can be used on the server on which it was activated.
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You can re-install ABBYY FlexiCapture 11 as many times as you need without additional activations (provided the
Licensing Server is not re-installed).

Note:
1. ABBYY FlexiCapture stations automatically connect to the Licensing Server and use the installed license.

2. If you re-install the Licensing Server on a different computer, you will need to re-activate your licenses (in the
case of a license file) and change the address of the Licensing Server in the LicensingSettings.xml file on the
stations (see the Connecting stations to the Licensing Server section for details).

3. Ifthere are no free activated licenses available on the Licensing Server and a user tries to run the program on
their workstation, the program will not start and a warning message will be displayed.

4. Hardware licenses can only be activated over the Internet.

Connecting stations to the Licensing Server

All the stations installed in the system access the Licensing Server. The address of the Licensing Server is stored in
the LicensingSettings.xml file, which can be found in the installation folder.

The address of the server is specified in the ServerAddress tag of the MainNetworkLicenseServer attribute.

To enable a station to access a new Licensing Server, simply change the old name to the name of the computer
where the Licensing Server is installed.

The same applies to the standalone version of ABBYY FlexiCapture 11. If you have one license and several operator
stations, specify the address of the computer where the license is stored in the LicensingSettings.xml files on the
workstations.

Remote stations get licenses from the Application Server. The Processing Server connected to the Application Server
must be running for you to get a license.
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Setting Up ABBYY FlexiCapture Distributed Installation

Quick setup of ABBYY FlexiCapture for demonstration installations

This paragraph briefly describes a fast minimal set-up of ABBYY FlexiCapture which can be used for demonstration
installations. If you need a more detailed understanding of the ABBYY FlexiCapture settings, or if you need to perform
the installation other than the default or more performance-oriented, or if you encounter any difficulties following the
instructions of this paragraph, please go to the section “Detailed setup of FlexiCapture.”

Before you begin, make sure that all FlexiCapture servers are installed on your computer and the set of installed fea-
tures conforms to the default set in the Custom Setup dialog box of the program installer. FlexiCapture stations can be
installed either on your computer or on any other computer that is accessible over the LAN. An MS SQL database
server must also be available (you can install the MS SQL 2005 Express database server by running the Autorun.exe
file from the FlexiCapture installation folder).

1. Open the Administration and Monitoring Console (select Start -> ABBYY FlexiCapture 11 Serves -> Ad-
ministration and Monitoring Console or type the following link into the browser: http://<server
name>/FlexiCapturel1Monitoring/DBConnection.aspx) and go to the page Service -> Application server.
On this page, create a new database. For this, click the Create New Database button and in the form that
opens specify the following settings:

a. Database server name, for example <computer name>\sqlexpress
b. Database name, for example FCDemoDataBase
Click OK.
Once the database is created, you become the administrator of this database.
2. Upload a project to the server. For this:

a. Run the Project Setup Station (select Start -> ABBYY FlexiCapture 11 Stations -> Project Setup
Station)

b. Open a local project (select File -> Open Project). You can choose a project from the samples lo-
cated in the folder %public%\ABBYY\FlexiCapture (or %allusersprofile%\ABBYY\FlexiCapture
for Windows XP/2003)

c. Upload the project to the Application Server by selecting File -> Upload Project to Server. The ad-
dress of the Application Server must be specified in the following format: http://<server name> (if the
Project Setup Station and the Application Server are located on the same computer, the server ad-
dress is as follows: http://localhost)

3. Configure the Processing Server. For this:

a. Open the Processing Server Monitor (select Start -> ABBYY FlexiCapture 11 Serves -> Pro-
cessing Server). Make sure that the Processing Server is started.

b. Add Processing Stations. For this, choose the Stations item from the ABBYY FlexiCapture 11
Servers -> <Server Name> tree, then select the Add Stations command from the Actions menu.
In the dialog box that opens, click Custom and enter the name of the computer where the Pro-
cessing Stations are installed (for example, localhost), or click Browse and choose desired com-
puters.

c. Ifimages from Hot Folders are to be imported in the project, the processing of Hot Folders must be
enabled in the Processing Server. For this, from the ABBYY FlexiCapture 11 Servers -> <Server
Name> tree, choose the Hot Folders item; the project name will appear to the right. Choose the
project from the list and from the Actions menu select Enable.

Detailed setup of ABBYY FlexiCapture

How to choose the user authentication type

All components and users of ABBYY FlexiCapture 11 Distributed interact with the Application Server and must be
authenticated on the computer where it is installed. ABBYY FlexiCapture supports two types of user authentication:
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1. Standard IIS authentication. Users are authenticated with their Windows accounts using Windows or Basic
authentication in IIS. Then users’ identification in ABBYY FlexiCapture is performed according to their logins.

This method requires minimal configuration and is suitable for scenarios where all FlexiCapture components
and users are in the same domain.

If the whole system or some of its components are outside of the domain, then a pass-through authentication
should be used for the standard IIS authentication. The general principle of the pass-through authentication
is as follows: for the user of the computer M2 working under the local account M2/User[password] to be au-
thorized on the computer M1, this account should be duplicated on the computer M1 down to the password
(that is, M1/User[password] should be created).

Example of using pass-through authentication

Suppose the Processing Station is installed on the computer M1 which is not included in the domain of the
Application Server. In this case, a local user M2\User[password] must be created on the computer M2 where
the Application Server is installed and the same local user must be created on the computer M1:
M1\User[password]. Then the service of the Processing Station must be started under the
M1\User[password] account. Now the Processing Station can be authenticated on the computer where the
Application Server is installed.

Note: If the Application Server is installed outside the domain, the setup may be time-consuming. You will
need to start the IIS pools and the services of the Application Server and the Processing Stations under spe-
cially created local Windows accounts and configure pass-through authentication for these users on all com-
puters of the system.

2. Authentication by means of ABBYY FlexiCapture. In this case, the FlexiCapture Authentication Module is in-
stalled in IIS. This module performs user authentication based on information which is stored in a
FlexiCapture database. This allows you to use user accounts which are not related to Windows user ac-
counts.

This method is convenient for users located outside the domain where the Application Server is installed, e.g.
for operators who work remotely over a Web-based interface.

If this authentication method is used, a Web-based interface for login to the system (http://<server
name>/login) is also installed. This is a single entry point for Web operators which new operators can use to
self-register in the system and request access rights to stations.

Users of interactive processing stages (e.g. scanning, verification, etc.) can use both types of authentication. The Pro-
cessing Server and Processing Stations can work only with standard 1IS authentication.

Note: In IIS, requests to the Application Server are processed by the <Default
Site>\FlexiCapture11\Server\WebServices.dll library, which is available both with Windows and Basic authentication.
During the installation of the FlexiCapture Authentication Module, the <Default
Site>\FlexiCapture11\Server\WebServicesExternal.dll is also installed. This library is a copy of WebServices.dll, but it
is available when using ABBYY FlexiCapture authentication. Thus, the Application Server is available to all system
components at the same time both with standard authentication and with FlexiCapture authentication. When the user
on whose computer the stations are installed tries to open a project, he is prompted to choose which authentication to
use to access the Application Server. Web-clients can also work with both authentication types; the type being used is
determined by using the key UseCustomAuthentication in the file web.config on each Web station: if the key is set to
true, authentication is performed by means of ABBYY FlexiCapture, if the key is set to false, standard means of au-
thentication is used. By default, the key is set to false if the FlexiCapture Authentication Module is not installed, oth-
erwise the key is set to true.

To use only standard IS authentication (the first method), the Authentication Module feature must be disabled during
the installation of FlexiCapture servers (the feature is disabled by default). To use ABBYY FlexiCapture authentication

(the second method), this feature must be selected when installing servers, or you can install it later via the Control
Panel (select Control Panel -> Program and Features -> Modify).

Creating a database

After you install the program and activate the license, it is necessary to configure the system. The first step is to create
a database.

Important! Under Windows Vista, Windows 2008 or later versions of the Windows operating system, a database must
be created with UAC disabled. If UAC is not disabled, a database can be created, but the Application Server will not
be able to connect to it.
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1. On the computer where the Application Server is installed, open the Service -> Application Server page of
the Administration and Monitoring Console (http://<server name>/FlexiCapture11/DBConnection.aspx) under

a user account with Windows administrator privileges.
- | O

e@|@ http://localhost/flexicapturel1/monitoring/dbConnection.aspx 2-c || [E] Service - Application server ... ‘ | ini * {f&

ABBYY FlexiCapture:
Administration and Monitoring Console -

Monitoring Reports Service Permissions Downloads

Current settings
Connection is not configured

Apply patch | Connect to existing database Create new database

Server projects list

Refresh | Delete project

Help Technical support www.abbyy.com About ABBYY FlexiCapture

2. Click the Create New Database button.
Note: If you are already connected to another database, you will need to close the existing sessions
prior to creating a new database. If, for some reason, this is not possible, add the following key in
the web.config file which is located at <IIS Root Directory (by default
"C:\inetpub\wwwroot")>\<FlexiCapture1l>:
<appSettings>
<add key="IgnoreCurrentSessions" value="true"/>
</appSettings>
In this case, a new database will be created without a warning about existing sessions. In the old da-
tabase, all sessions are preserved. By default, the key is set to false, which means you will be
prompted to close the sessions when recreating a database.
3. The database creation page will open.

- | O -
e@|@ http://localhost/flexicapture11/monitoring/dbConnection.aspx L~-a || @ Service - Application server ... ‘ | ﬂﬁ * @}
ABBYY FlexiGapture
Administration and Monitoring Console :
English v

Monitoring Reports Service Permissions Downloads

Create new database
®MS sQL
O oracle

Server instance name: | |

Database name: | |

Authentication to access server

Authentication settings IWindows Authentication ﬂ

[Juse external file storage

Path:

OK Cancel Test connection

Help Technical support www.abbyy.com About ABBYY FlexiCapture
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On this page, specify the following:
a) Type of database server: Oracle or MS SQL

Note: If you plan to use an Oracle database server, you must configure it before creating a
database (see Oracle database settings).

b) Name of new database (if MS SQL Server is selected). Note the limitations imposed by MS SQL on
database names (see http://msdn.microsoft.com/en-us/library/ms175874.aspx).
c) A user with DBA permissions on SQL or Oracle server.

Note: If MS SQL Server is installed on a different computer than the Application Server,
then Database Server Authentication must be used to connect to the database server.
Note: If MS SQL Server is used, then we recommend choosing the TCP/IP protocol rather
than Named Pipes to communicate with the database server (the protocol is specified
when you configure MS SQL Server Client, which is installed on the computer hosting the
Application Server).

d) Select the “Use external file storage” option and specify the path to the file storage location. The file
storage location stores the images to be processed and metadata. The speed of communication be-
tween the Application Server and the file storage location greatly affects the performance of the en-
tire system. Therefore, we recommend placing the file storage location in a folder that is local to the
Application Server. To achieve maximum performance, we recommend placing the file storage loca-
tion on the same physical drive as the 1IS temporary folders. The drive itself must be a high-
performance drive. You can also use a high-performance external device to store data (for more de-
tails, see Recommendations for setting up ABBYY FlexiCapture).

Note: If no file storage location is used, all project files are stored in a database. For small
amounts of processing, the two solutions are equivalent in terms of performance and secu-
rity. Storing project files in a database makes backing up and restoring data easier, but for
large amounts of processing, it increases the size of the database, which may decrease the
system’s performance. Therefore, storing project files in a database is recommended only
for demonstration projects.

Note: A file storage folder must be excluded from the scope of anti-virus software and the
Windows indexing service that enables fast searching.

e) Use the Test Connection button to check the entered values. If the test is successful, click OK.

e@|@ http://localhost/flexicapture11/monitering/dbConnection.aspx L~ || @ Service - Application server ... ‘ | ﬂ% cj? {é}

ABBYY FlexiGapture

Administration and Monitoring Console

Maonitoring Reports Service Permissions Downloads

Current settings

Server instance name: baikal-2\sgl2012

Database name: FlexiCaptureDataBase(Version: 70)
File storage: C:\FileStorage
Apply patch | Connect to existing database | Create new database

Server projects list

Refresh |

Help Technical support www.abbyy.com About ABBYY FlexiCapture

To create a database, follow these steps:

English v

1) |If Database Server Authentication is used, the database is created on behalf of the user ac-
count specified on the Service -> Application Server page of the Administration and Monitor-
ing Console. If Windows authentication is used, the database is created on behalf of the user
account under which the browser with the Service -> Application Server page is started.

To create a database in MS SQL, the user must have the following permissions:

© 2014 ABBYY Production LLC. All rights reserved.

54


http://msdn.microsoft.com/en-us/library/ms175874.aspx

- CREATE DATABASE, CREATE ANY DATABASE or ALTER ANY DATABASE to
create a database
- ALTER ANY LOGIN to create a new user
- db_accessadmin and db_securityadmin rights to the new database to be able to
provide db_owner rights to the user whose account the Application Server is run-
ning.
To create a database in Oracle, the user must have the roles CONNECT and DBA (for more
details, see Oracle database settings).
On behalf of this user, first the Description.sql (or Description_Oracle.sql if Oracle is used)
script and then the DBInitFill.sgl (or DBInitFill_Oracle.sql if Oracle is used) script are executed.
The scripts are located on the computer where the Application Server is installed at <IIS Root
Directory (by default “C:\inetpub\wwwroot”)>\FlexiCapture11\Server. The first file is responsible
for creating a database, while the second one is responsible for its contents. Files Upgrade*.sql
located in the same folder are not used when creating a new database.

2) Inthe case of MS SQL, a new user account, under which the FlexiCapture 11 Web Services
pool of the Application Server Web service is running, is added to the database server (by de-
fault, the pool of the Application Server is started under the user account Network Service).

3) db_owner rights to the FlexiCapture database created in step 1 are assigned to the new user
account created in step 2 (if MS SQL is used). All further operations concerning server interac-
tion with the database are performed on behalf of the user created in step 2. The account used
for creating a database in step 1 can be deleted from the database server if necessary.

In the case of Oracle, all further work with the database during the operation of ABBYY
FlexiCapture is performed under the account used for creating the database in step 1; no addi-
tional accounts are created (in contrast to MS SQL).
If you are using FlexiCapture authentication (for this, the Authentication Module must be installed), then, after
creating a database, you will receive a message saying that a temporary password password has been
created for your account.
To continue working with the system, it is necessary to change the password. For this, go to the login page
(http://<server name>/FlexiCapturel1/Login).
When trying to open any page of the Administration and Monitoring Console after creating a database, the
user will be automatically redirected to the login page to change the password. Once the password is
changed, the user will be returned to the page of the Administration and Monitoring Console.
The user who created the FlexiCapture database automatically gets administrative privileges for the system.
The administrator also has the right to change the settings of the Application Server, upload projects to the
Application Server, grant access rights for projects, create new users, and manage their roles and access
rights.
The administrator of the system can grant the administrator role to another user and delegate further configu-
ration of the system to that user. The user who created the database cannot be deprived of the administrator
role, neither can that user’'s account be deleted from the system.

Connecting to an existing database

Instead of creating a new database, you may need to connect to an existing database created in one of the previous
releases of ABBYY FlexiCapture (see Upgrading from ABBYY FlexiCapture 9.0 and 10).

Important! Under Windows Vista, Windows 2008 or later versions of the Windows operating system, UAC must be
disabled on the computer where the Application Server is installed before connecting to the database.

To connect to an existing database, do the following:

1.

On the computer where the Application Server is installed, run the Administration and Monitoring Console
under a user account with Windows administrator privileges and go the page Service -> Application Server
(http://<server name>/FlexiCapture11/Monitoring/DBConnection.aspx).

If the Application Server is already connected to a database, go to step 4.
Click Connect to Existing Database.

In the form that opens, fill in the following fields: type of database server, name of the existing database (if
MS SQL Server is used), the user who is the administrator of the database server, path to the file storage lo-
cation (if a file storage location is used). Click OK.

Now your server is connected to the database. If the Upgrade link is displayed on the Service -> Applica-
tion Server page (http://<server name>/FlexiCapture11/Monitoring/DBConnection.aspx), next to the data-
base version, then you should upgrade the database before you proceed.
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5. If you have installed the Authentication Module and authentication by means of ABBYY FlexiCapture has not
been used for this database before, a temporary password password is assigned to the user under whose
account the Administration and Monitoring Console was started.

Uploading a project to the server

For ABBYY FlexiCapture Distributed operators to work on the same project(s) together, the project(s) must be up-
loaded to the Application Server. To upload a project to the server, the user must have the role of administrator of the
system.

To upload a project to the server, open the Project Setup Station and do one of the following:

. Create a new project (select File -> New project...). Create or import at least one Document Definition
(select Project -> Document Definitions).

. Open a sample project (sample projects are located at %public%\ABBYY\FlexiCapture\11.0\Samples
for Microsoft Windows Vista and later versions or %allusersprofile%\Application Da-
ta\ABBYY\FlexiCapture\l1.0\Samples for other version of Microsoft Windows).

. Open your own project created in an earlier version of ABBYY FlexiCapture. The project will be automat-
ically converted to the format used by the new versions of ABBYY FlexiCapture. You will no longer be
able to use this project in your earlier version of ABBYY FlexiCapture. Once a project is updated, the
Document Definitions lose their “published” status. To publish the Document Definitions, on the Project
Setup Station, select Project -> Document Definitions, then select the Document Definitions to publish
and click Publish.

. Create a new project and import a batch created in FormReader 6.5 DE or EE.

It is essential the project should have at least one correct attached Document Definition for which export
settings are specified.
Then upload the project to the Application Server (select File -> Upload Project to Server...).
Note: When uploading a local project to the Application Server, a new project similar to the local one is created on the
server. A newly created project contains the same Document Definitions, batch types, import sources, and project
settings. Working batches with images are not copied from a local project to the server. Test batches (they are creat-
ed for a particular user) are available to the user both from the local and from the server project.

Creating new users

The way of creating new users varies depending on the authentication type which is supposed to be used for these
users (see How to choose the user authentication type).

Note: If standard IS authentication is used, ABBYY FlexiCapture requires only a user’'s Windows login to authenticate
the user. If authentication by means of FlexiCapture is used (the Authentication Module feature must be installed), the
user password must be also stored in the system (the password hash is stored in the FlexiCapture database).

In general, login of the account that will be authenticated by means of FlexiCapture can be arbitrary; in particular, it
may coincide with the user’'s Windows login. In this case, the user will use the same login, but different passwords to
access the system using different authentication types (for standard IIS authentication, the password specified in Win-
dows is used; for authentication by means of FlexiCapture, the password specified in FlexiCapture is used).
FlexiCapture identifies users by their logins, so in terms of FlexiCapture, it will be the same user regardless of the au-
thentication method.

Thus, if FlexiCapture knows only a user’s login, the user can be authenticated by standard IIS authentication only. If a
user password is specified in FlexiCapture, the user can be authenticated by means of the FlexiCapture Authentica-
tion Module. To enable authentication by means of FlexiCapture for a user, a temporary password can be created for
this user account. For this, on the User Permissions page of the Administration and Monitoring Console, click Reset
Password.

Adding users manually
To add users manually, the FlexiCapture administrator must do the following:

e  Open the Administration and Monitoring Console, go to the Permissions -> Users page, and click New
User.

e On the page that opens, specify the login of the new user and click Save.

e If the Authentication Module feature is installed, a message will be displayed saying that the user is as-
signed a temporary password password.

A user added in this way:
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- can be authenticated using standard 1S authentication, if the user’s login in the system matches the user's Win-
dows login. In this case, the Windows password must be used for authentication. If the user is not in the domain
where the Application Server is located, the pass-through authentication can be used.

- can be authenticated by means of the FlexiCapture Authentication Module, if that feature is installed. In this case,
a login and a temporary password password specified by the administrator are used for authentication (the pass-
word must be changed at first logon to the Web station or on the page http://<server
name>/FlexiCapturell/Login).

Importing users from Active Directory

This method of adding users is usually used when the system is installed in a domain and users of the system are
employees of the organization whose accounts are stored in Active Directory.

To import users from Active Directory, the FlexiCapture administrator should open the Administration and Monitor-
ing Console and on the Permissions -> Users page, click the Import button. Both individual users and existing
user groups can be imported.

Users added in this way can be authenticated by IS standard authentication using their Windows logins.
If the Authentication Module feature is installed and you want to enable user authentication by means of the

FlexiCapture Authentication Module, go to the page where user permissions and roles are edited and set a tempo-
rary password for each user using the Reset Password button.

Note: If the Reset Password button is missing, it means that the user password has already been changed to a
default password password.

Self-registration of users through the Web interface

This method of adding users applies when a large number of users are remote operators (e.g. working through a
web-based interface) and do not belong to the domain where the Application Server is installed. To use this meth-
od, the Authentication Module feature must be installed.

To enable operators outside of the domain where the Application Server is installed to be authenticated on the Ap-
plication Server, it is recommended to use FlexiCapture authentication. For this, the Authentication Module feature
must be installed.

New users can self-register in the system through the Web interface following the Registration link on the
http://<server name>/FlexiCapturell/Login page.

Note: For the Web application http://<server name>/FlexiCapturell/Login, anonymous authentication is enabled
in 1IS settings, so the registration page can be accessed by any user.

5 ABBYY FlexiCapture:

Registration
All the fields are mandatory for filling.
First and Last Name:

Login:

E-mail:

Password:

Repeat Password:

Sign up H Cancel

Help  Technical Support EU

After filling out the registration form and clicking Sign up, the user will be added to the system and redirected to
their personal page.
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a ABBYY FIex‘capt“rE' Operator: Andrew Zyuzin Log off

Congratulations, Andrew Zyuzin, your registration is completed!
azyuzin, Andrew_Zy@abbyy.com Edit data Refresh

Available Stations

No stations available.
Create request to administrator to access any station.

Create request

Help Technical Support

To create a request for access rights and roles, the user must click the Create Request link,.

Requests for roles and access rights are processed by the administrator on the Permissions -> Requests page
of the Administration and Monitoring Console.

ABBYY FlexiCapture

Administration and Monitoring Conso

e
English -

Monitoring Reports Service Permissions Downloads

Requests Active (1) -

# 2, active, sent 9/9/2013 6:48:29 PM
User: Andrew Zyuzin

I need permission to use Web Data Verification Station

Go to user permissions...

Help Technical support www.abbyy.com About ABBYY FlexiCapture

To process a request, the administrator must click the Go to user permissions link, assign necessary roles and
grant access rights to the user, then return to the Permissions -> Requests page and click Complete.

Once the roles are assigned and access rights are granted to the user, the list of available stations will be dis-
played on the user’s personal page. To update information on the personal page, click the Refresh button.

Thus, as soon as the administrator has processed the request and clicked Complete, the user can see on his per-
sonal page that the request has been processed.

Self-registration of users (without using the Web interface)

This method of adding new users is suitable when standard IS authentication is used and the FlexiCapture Au-
thentication Module is not used. The described method allows the administrator to skip entering user logins manu-
ally. Instead the administrator has only to assign roles and grant access rights to n already created login.

With this registration method, a user can log into the station using a Windows login and attempt to open a project.
An error message “Access denied. Contact your administrator” will be displayed. At the same time the user’s login
will be displayed on the Permissions -> Users page of the Administration and Monitoring Console, which will help
avoid errors when typing user logins manually by the administrator and will reduce the administrator’s work to as-
signing roles and granting access rights to users.
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Setting up user roles and access rights

To manage user roles and access rights, the administrator must go to the Permissions -> Users page of the Admin-
istration and Monitoring Console, find a desired user, and click the user’s login to open the link.

ABBYY' FlexiCapture

Administration and Monitoring Console
English -

Monitoring Reports Service Permissions Downloads

User «azyuzin»
Login: azyuzin
Full name: Andrew Zyuzin

E-mail: Andrew_Zy@abbyy.com

Reset password

Belongs to groups Select...

There are no groups

Permission for project: Allprojects -
Scanning Operator

Data Verification Operator

Verification Operator

Senior Verification Operator

Processing Server

Project Settings Editor

Monitoring Operator

Administrator

External User

Web Capture Operator

Save Cancel

Help Technical support www.abbyy.com About ABBYY FlexiCapture

The administrator can assign roles to the user (e.g. scanning operator, verification operator, etc.) and grant access
rights to projects and individual batch types within the assigned role. The roles of Administrator, Processing Server,
and Monitoring Operator are assigned for all projects at once.

The role of the Processing Server should be assigned only to the user under whose account the Processing Server is
running (see Configuring the Processing Server).

Note: For the role of Web Capture Operator, the list of projects and batch types can be displayed without the possibil-
ity to choose them. The reason is that within the given role, access rights can be granted only to the projects in which
the “for Web Capture station” or “Advanced for Web Capture station” workflow scheme is used.

The Reset Password button is displayed only if the Authentication Module feature is installed. In this case, the button
allows you to create a temporary password password for a user. In particular, this allows users added via Active Di-

rectory to get a temporary password in FlexiCapture and use it for authentication by means of FlexiCapture (see How
to choose the user authentication type).

Note: If the FlexiCapture Authentication Module is installed and the Reset Password button is missing on the user’s
page, it means that the password has already been changed to a temporary one.

Configuring the Processing Server

The Processing Server processes tasks of non-interactive (automatic) stages, for example, importing images from a

Hot Folder, recognition, export, etc. The Processing Server contains a pool of Processing Stations which perform pro-
cessing tasks.

Besides, the Processing Server ensures effective protection and licensing for remote and Web stations: for the sta-
tions to start, the Processing Server must also be started, otherwise a message saying that there is no license will be
displayed when the station starts.

To start work:
1. Assign the role of Processing Server to the user under whose account the Processing Server is running.

By default, the Processing Server is installed on the same computer as the Application Server and is started
under the Network Service user account. In this case, the role is assigned to the Processing Server automati-
cally and this step can be skipped.
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Otherwise, you should grant access rights to the Processing Server on the Permissions -> Users page of
the Administration and Monitoring Console.

If the Processing Server is installed on the computer other than the Application Server, but is started under
the Network Service user account, the user will be displayed as <Domain>\<Machine Name>$ in the Admin-
istration and Monitoring Console. If the service of the Processing Server is started under a different user, it is
necessary to assign the role to this user.

2. Start the Processing Server Monitor (select Start -> ABBYY FlexiCapture 11 Servers -> Processing Serv-
er) for further configuration.

3. Inthe Processing Server Monitor, select Actions -> Properties and in the dialog box that opens, specify the
address of the Application Server (e.g. http://ApplicationServer). If the Processing Server and the Application
Server are installed on the same computer, the address of the Application Server will be specified automati-
cally.

=!
4. Start the Processing Server using the EC ) button.

5. Add Processing Stations. For this, in the server tree, select Stations and click + . In the dialog box that
opens, select the stations based on the names of their computers or find them in the network:

@ Processing Server Monitor - BEREZKINA | = | E 22 |

File Actions

@ 9| E‘AddSta-tions . =3 P o 4+ X

=& ABBYY FlexiCaptur

Eli_'b BEREZKIMNA Browse for the stations you want to add.
1; Hot Folders
[ Stations

@ Tasks Choose the computer you want to add:

Status Location

Started BEREZKIMA

&3

Browse for Computer

@h Network -
& ALEY
ALFA ‘
AQCHERETMY
ARTEMOY
BALL-NEW
BALYCHEY
BEREZKIMA
BORETSKIY
CHEBAKOWV
DOLOTKAZIN -

Add Cancel ‘ [

m

e —
1B B B B R

s

4 (L L

Ready

After adding a station, you specify its parameters in the Station Properties dialog box (select Actions ->
Properties). The station is started automatically within a minute. If the station requires lengthy setup or you
do not want to start the station, deselect the Start automatically option in the station properties.

To start desired stations manually, select them from the list in the main window of the Processing Server

B
Monitor and start them by clicking the button.
Note: We do not recommended installing the Processing Station on the computer where FlexiCapture serv-
ers are installed as it reduces the performance of the server.

6. If in some projects you need to import images from a Hot Folder, enable Hot Folders in the Processing Serv-
er Monitor using the corresponding item in the server tree:
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File Actions
LN EROREN)

@

=€) ABBYY FlexiCapture 10 || For Project

=-{i3 BEREZKINA
... Hot Folders

Enable

j Stations Dizable
@ Tasks
Export List...
Select All Ctrl+ A
PN P — | PN i | '

If necessary, in the Project Setup Station, specify processing settings for the project (the specified settings
will apply to batches of the Default type). To configure processing settings, select Project -> Project Proper-
ties... and open the Workflow tab. If the project contains batch types, specify workflow settings for each of
them. For this, select Project -> Batch Types..., then select a desired type, click Edit..., and in the dialog
box that opens go to the Workflow tab.

Oracle database settings

Prior to creating a database in Oracle, do the following:

1.

On the computer on which the Application Server is installed, install the Oracle client for Windows 32bit
(even though Windows x64 is installed and Oracle DBMS for this OS). The Application Server does not work

with the Oracle x64 client.

Note. The Oracle client may install incorrectly due to a known issue. This causes a “Description Provider
cannot be found. It may not be properly installed” error to occur when creating a database. If you see this er-
ror message, you will need to register the oraoledb11.dll library manually by executing the “regsvr32
oraoledb11.dll” command. The oraoledb11.dll library is located in the BIN folder in the installation folder of
the Oracle client.

If Windows x64 is installed, pools for the Administration and Monitoring Console and the Application
Server must be set to 32-bit mode. For this, do the following:

- Execute the following command from the command line: cscript
%systemdrive%\Inetpub\AdminScripts\adsutil.vbs set W3SVC/AppPools/Enable32BitAppOnWin64 true

This command switches the default pool to 32-bit mode, thus the default pool and the pools of the Admin-
istration and Monitoring Console run in the same mode which is required for registration of ASP.net.

For this command to take effect, access to the Network Service account must be granted explicitly. To grand
access to the Network Service account, execute the following command: aspnet_regiis -ga"NT Authori-
ty\Network Service".
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- Make sure that the World Wide Web Publishing service is running in 32-bit mode:

¥orld Wide Web Publishing Properties {Local 21Xl
General I Log On I Recoven | Dependencies I
Service name:  W3SVE
Diisplay name: horld Wide ek Publizhin
Description: Frovides "Web connectivity and adminiztration ;I

throwgh the Intemet Information Services snhap-in LI

Fath to executabls;

C:hwIMD DWf \system32'\hetsrv\inetinfu.e:-:e

Startup type: Iﬂ.utomatic j

Service status: Started

Sitart | Stop | Pauze Eesume |

Y'ou can specify the start parameters that apply when pou start the service
from here.

Start parameters: I

(] I Cancel Apply

In Oracle DBMS, create a user, e.g. FCUSER, and assign the CONNECT and DBA roles to this user. One
FlexiCapture database corresponds to one user. If several FlexiCapture databases running under Oracle
DBMS are required, create a user for each database.

Note: If, for security reasons, you do not want to have a user with the DBA role, then after creating the data-
base you can revoke the DBA role from the user. The CONNECT role and the privileges for all objects of the
user scheme must be preserved (they must be granted by default), and the privilege for TABLESPACE
where the FlexiCapture database is located should be granted explicitly (ALTER USER user QUOTA unlim-
ited ON tablespace;). It should be noted that with these settings, you will not be able to apply patches to your
database via the Administration and Monitoring Console, but this is seldom required (patches are provided
by ABBYY technical support in case of problems with the database). For the time the patch is applied, the
user should be reassigned the DBA role.

The user must also have privileges for the standard dbms_lock batch. To grant these privileges to the user,
run the following command as the database server administrator:

Grant Execute On dbms_lock To FCUSER,;

where FCUSER is the name of the user you created for ABBYY FlexiCapture. It is assumed that when you
run this command, no database has yet been created under this user’s account in the Administration and
Monitoring Console.

Note: If you have already created a database in the Administration and Monitoring Console using this user’s
account, you need to run the following additional commands:

Alter Procedure FCUSER.CleanUp_ELDayCleanUp Compile;

Wait for the command to complete and then run

Alter Procedure FCUSER.CleanUp_StartCleanUpJob Compile;

where FCUSER is the name of the user you created for ABBYY FlexiCapture.

Establish the connection between the client and the Oracle server using the Net Manager utility, which is in-
stalled together with the Oracle client (in the Administration configuration) and the database server. In the
client utility, create a new Service Naming element (a local naming method), which must be connected with
the Oracle database server by its SID. Test the connection with the database server on behalf of the user
account created in step 2. Go to the next stop only if the connection test succeeds. If you cannot set up the
connection, consult the Oracle documentation.
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5.  When creating the database in the Administration and Monitoring Console, specify the name of the Ser-
vice Naming element created in step 3.

After you create the database using the Administration and Monitoring Console you should note that by default, an
Oracle database allows a maximum of 40 processes and 49 sessions. When these limits are reached, the following
error message occurs: “ORA-12516: TNS:listener could not find available handler with matching protocol stack.”

If required, increase the default values by using a script similar to the following:
connect sys/<Login> as sysdba;

alter system set sessions=<SessionCount> scope=spfile;
alter system set processes=<ProcessCount> scope=spfile;
shutdown immediate;

startup;

Web stations’ settings

Web stations are installed together with the Application Server, if the Web stations feature is selected in the Custom
Setup dialog box.

Description of possible Web stations settings

For each Web station located at <IIS Root Directory (e.g. C:\inetpub\wwwroot)>\<Station Name>, there is a
web.config configuration file, whose section <appSettings> contains the following keys that define the behavior of the
station:

ApplicationServer — the address of the Application Server in the format <machine name>, without “http://,” has a
default value of “localhost.” The key allows you to move the Web station to a different computer than the one where
the Application Server is installed, e.g. in DMZ network.

DefaultDomain — this key stores the name of the domain which will be added to the names of users who try to log
into the station. By default, the value is empty. It means that the user <domain>\user must enter the whole login:
<domain>\user to log into the station. If the key has the value “domain,” the domain name can be omitted and the
shortened login “user” can be used. If the user belongs to a different domain or is a local user, it is possible to specify
the whole login in the format “machine\user.” In this case, the value of the DefaultDomain key will not cause conflicts.

UseCustomAuthentication — this key allows you to switch the authentication mode used by the station: either stand-
ard 1IS authentication or authentication by means of the FlexiCapture Authentication Module can be used (see “How
to choose the user authentication type”). If the FlexiCapture Authentication Module is installed, the server installer sets
the key value to true, otherwise — to false.

UseHashedPageAccess — this key determines whether automatic log off is performed when closing the browser win-
dow or a separate browser tab. If the key value is false, log off is performed only when closing the browser window. If
you close the browser tab when working with the station without doing the log off, but the browser itself remains open,
you will be able to open the station in a new tab and continue working with it without entering a login and password.

If the key is set to true, automatic logoff is performed also when closing a separate browser tab. In this case, when
you open the station in a new tab, you will have to enter your login and password. Automatic logoff is performed also
when refreshing any station page (using the Refresh command or the F5 key).

This key can be used only for the Web Scanning and Web Capture stations. By default, the key is set to false.

UseCustomFormLayout — this property determines how the data form is displayed. If set to true, the custom data
form is displayed. If set to false, the default data form is displayed.

PluginMode

Set this subkey to WithoutScanning to redirect web station users to the image import page without installing the
ABBYY Scanning Plugin. If the value of this key is set to Full, the Plugin will be installed when a project is opened for
the first time.

This subkey only affects Web Scanning Stations and Web Capture Stations. Its default value is Full.

ShowPluginModeSwitch
Determines whether the station works with or without the plugin. If set to true, a drop-down list that allows the user to
choose whether to use the plugin will be displayed on the project selection page.

This subkey only affects Web Scanning Stations and Web Capture Stations. Its default value is false.
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Security settings in ABBYY FlexiCapture Distributed

For user authentication, either Windows or Basic authentication or authentication by means of the FlexiCapture Au-
thentication Module can be used.

Windows authentication is more secure (login and password are not transmitted over the network in clear text), but
this authentication method is convenient only within a domain.

Basic authentication and FlexiCapture authentication can work outside the domain as well, so these authentication
types must be used for distributed work. The main disadvantage of these authentication types is that user identifica-
tion information (login and password) are transmitted on each request to the server. Therefore, in the case of Basic
authentication (or authentication by means of FlexiCapture, which uses the same protocol), SSL encryption (https)
must be used. Using SSL encryption prevents reading or modifying data sent between client and server.

Client applications working on Basic-authentication or authentication by means of FlexiCapture Authentication Module

have to store the user name and password in a cookie to be able to pass them each time the server is accessed. In

this case, security is ensured by the fact that these data do not get to the drive or a client machine. If a user specifies

the name/password when first accessing the server, between requests these data are stored in the application
memory and are deleted at log off or when closing the browser, so they do not pose a threat to security.

To get the Application Server work over the https protocol, the IS certificate must be installed on the Application
Server:
Working over https
To ensure safety, you can use https protocol. For this, you need to enable SSL support in 1IS settings.
To work with 1IS over HTTPS protocol, you need to obtain a certificate for the server and connect it.
Managing certificates
See http://technet.microsoft.com/en-us/library/cc754122.aspx.

Connecting certificate in 1IS on Windows 7
In IIS settings, connect HTTPS protocol for Default Web Site. For this:

1. Run lIS Manager Console from the Control Panel.

2. Choose Default Web Site and on the Actions panel, click the Bindings link.

@ U (€@ » PAVLOVWINT » Sites » Default Web Site » | & < @
Eile  VMiew Help
Connections - Actions
Default Web -
| . By Ex z
495 PAVLOV_WIN7 (PAVLOV_WIN Site Home Edit Permissions

b t} Application Pools

4.6 Sites

Filter: -

4 &) Default Web Site ASP.NET -
| aspnet_client :=in 4 E
(¥ FlexiCapture B2 o View Applications
TMET TMET View Virtual Directories
Authorizat., Cempilation
N Manage Web Site ~
o4 “ w Restart
MMET Error TMET
Pages Glohalization B S
F ,\ X Erowse Web Site
: v [@] Browse =80 (http
MFT Prefile MFT Rrles 3 — _
@| b se Mdd 5
v | | Features View |22 Content View Advanced Settings

4 I

Ready

m

{‘I\__E] Internet Information Services (TIS) Manager El@

3. Inthe dialog box that opens click Add and select “https” protocol from the “Type” drop-down list.
4. From the “SSL Certificate” drop-down list, select a desired certificate and click Ok.
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Add Site Binding [T (]

Type: IP address: Port:

https | All Unassigned - 443

S5L certificate:

test - | View...

[ Ok ] | Cancel |

5. If you want the site to be available via https only, then choose it in the tree of sites, open SSL Settings and
select the option “Require SSL.”

Note: Verification of client certificates is not performed, so when configuring SSL, set the value of the “Client certifi-
cates” option to Ignore.

Once the certificated is connected, the “https” protocol must be written in the address of the Application Server and
the computer name must match the name for which the certificate is issued: https://<server name>.

This is required in the following cases:

1) When specifying the address of the Application Server on the Processing Server. To specify the address, do the
following:

- start the Processing Server Monitor;
- in the Processing Server local menu, select the “Change Application Server” item;
- in the dialog that opens, specify the address: https://<server name>.

2) When working on user stations, the server address https://<server name> must be specified when you start the
station or open a project

3) Similarly, when working on Web stations, the station URL must be entered starting from the server address:
https://<server name>/FlexiCapturell/<Web station name>

Recommendations for setting up ABBYY FlexiCapture

General recommendation
To improve performance of ABBYY FlexiCapture, use the following recommendations:

- Install SQL Server and FlexiCapture Application Server on different computers. The Processing and Licensing serv-
ers can be installed on the computer where the Application Server is installed.

- Do not install processing stations on the computes where FlexiCapture servers or SQL Server are installed.

- Do not store all data in SQL database. For these purposes, a File Storage should be used. This option must be se-
lected when creating a database in the Administration and Monitoring Console. If a file storage was not created when
creating a database, it cannot be connected later while working. During work, it is also impossible to disconnect the
file storage which was connected when creating the database.

These recommendations are described in more detail below.
Configuring SQL Server
RAM

The amount of RAM available to SQL Server should be not less than the amount recommended by Microsoft for the
given edition of MS SQL Server (see the table of recommendations for different editions).

The more RAM is available, the larger part of database can fit in RAM which allows faster access to database.

However, if FlexiCapture servers are installed on the same computer, the amount of RAM available to SQL Server
must be restricted in SQL Server settings so that the amount of RAM was also sufficient for FlexiCapture servers in-
cluding 1IS (recommended amount of RAM is at least 4 GB). Thus, in order to improve performance, it is recommend-
ed that SQL Server and FlexiCapture Servers should be installed on different computers.

Hard disk
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It is desirable to place the database file on a fast hard drive (e.g., 15000 rpm/second). If MS SQL Server is installed
on the same computer with FlexiCapture Servers, it is desirable to use one hard disk for the %temp% folder of 1IS and
the File Storage and another disk — for SQL database.

Database File

The process of increasing the database file may lead to a temporary decrease in SQL Server performance, so it is
recommended to specify in database properties in Autogrowth settings that a one-time increment of the database file
must be at least 100 MB.

Recovery model
To improve performance of SQL Server, it is desirable to use a Simple Recovery Mode for the database.
Rebuilding indexes

After long work of FlexiCapture, a significant increase in the size of database can be noticed. At the same time, more
than 50% of the space can be occupied not with data, but with the indexes in tables.

In order to decrease the size of database and improve performance, it is recommended that indexes should be rebuilt
periodically (e.g., once for every million pages processed). This operation should be performed on tables, which con-
tain data to be changed frequently. It is recommended to perform this operation ot a regular bases for the Batch,
Document, Page, EventLog, Task, DocumentParameter and BatchParameter tables.

Estimating the size of File Storage

Most of the space in file storage is occupied by images being processed in the system. For each loaded file, its source
image is stored as the original; besides black-and-white image copies and image thumbnails are created. For color
images, color copies with quality loss are also created.

The level of quality loss is specified in batch type properties, in the Displayed image quality field.

Batch Type Properties @I&J

| Export I Warkflow | .Met References
General | Image Preprocessing I F.ecognition I Event Handlers I Verification
Mame: i 5 fpe :.— b
Description:
"
Default batch priority: [Nurmal - ]
Displayed images quality: [EU% v]
Reqgistration Parameters
Mame Required Add...
[ (0]4 ] [ Cancel ] [ Apply ] [ Help ]

b

To get a relatively accurate estimate of the file storage size, you can upload 10 typical images to FlexiCapture and
view the size of a file storage folder, in which the batch (<FileStorage>\<GUID>\project_<id>\0000-0999\<Batch Id>)
is stored.
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Estimates for the file storage obtained during testing are as follows: for 1 image, 3-6 times more space in the file stor-
age than the image size is needed.

File Storage

For the file storage, it is recommended to use a disk that is local relative to the Application Server (or a system of
comparable performance). To achieve maximum performance, it is recommended that the %temp% for IIS should be
located on the same physical disk as the File Storage.

In order to increase performance, it is recommended that a file storage folder should be excluded from the scope of
anti-virus software, Window indexing service and other processes that require long-term access to the disk.
Preferably use a faster hard drive (e.g., 15 000 rpm/second).

Application Server
Caching

In order to decrease the amount of memory occupied by IIS, it is necessary to disable Output in the IIS settings. Using
the cache does not lead to increasing performance, as the identical information is not frequently requested by
FlexiCapture.

Hard disk

1IS uses the hard disk intensively as all files transmitted through it are saved to the disk. System environment varia-
bles TEMP/TMP are used by IIS as a directory for temporary files. By default they point to a folder on the system
drive.

To achieve maximum performance, it is recommended to use a fast hard drive (e.g. 15 000 rpm/second) for storing
the TEMP/TMP folders.

Overriding the variables TEMP/TMP to a disk other than the system drive can lead to a significant decrease in perfor-
mance, so the system drive must be fast.

Configuring settings of the Application Server Recycling Pool

For FlexiCapture 11 Web Services, the Application Server pool, it is necessary to specify Recycling settings, that is to
enable cleanup of the pool when it reaches a certain threshold of consumed memory. The threshold is determined
based on the amount of available memory in the system: when 1IS consumes maximum memory, there must remain
enough memory for normal functioning of the operating system and other applications that can be installed on the
same computer.

It is recommended to set up a forced cleanup of the Application Server pool when the amount of occupied memory
reaches 1200000 KB.

Edit Application Pool Recycling Settings EHE

“L'; Recycling Conditions

=’

—Fixed Intervals

r Reqgular time intervals {in minutes): ™ Fixed number of requests:

I l—

r Specific time(s):

Example: &:00 PM, 12:00 AM

—Memory Based Maximums

I virtual memary usage (in KE): ¥ Private memary usage (in KE):
| |1200000|

Erewious I Mext I Eimisti | Cancel |

Number of threads

For the Application Server pool, the number of working processes can be specified. The optimal number of threads is
two threads per processor core if hyper-threading technology is not used on the computer and one thread per virtual
core if hyper-threading is used.
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Configuring FlexiCapture input and output
Frequently, the bottleneck that limits performance of the system is the input (import) or the output (export).

Below are the two ways to increase performance in bottlenecks of FlexiCapture:

1. |Ifitis assumed that a large number of Processing Stations will simultaneously import files from a hot folder or
export files to file system, then the hot folder and/or the export target must be located on the computer with
the server edition of the operating system. Normally, client operating systems support a limited number of
connections which may lead to error in import/export tasks.

2. If a hot folder is assumed to be processed at several Processing Stations, then bandwidth to the hot folder
will be divided between the Processing Stations which may lead to bandwidth shortage. In this case, it is rec-
ommended to use multiple independent hot folders. If export to files is performed, it is recommended that ex-
port target should not be on the same computer with the hot folders

Using performance counters
To monitor FlexiCapture state and search for bottlenecks, the Performance Monitor utility can be used.

FlexiCapture counters

FlexiCapture own counters are located in the category FlexiCapture.
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Values of the counters are recorded by the Processing Server, so the counters are available in the computer where
this server is installed.

As the Processing Server is a 32-bit application, the Performance Monitor utility must be run in 32-bit mode when
used in 64-bit computers. For this, enter the following command in the command line (cmd.exe):
mmc /32 perfmon.msc

By default, recording counters by the Processing Server is disabled. To enable counters recording, do the following:
1. Start the Processing Server console. For this, on the computer where the service of the Processing Server is

started, execute the following command in the command line (cmd.exe):

FlexiBRSvc.exe please obey

2. Set the value of the server parameter PerformanceCounting to true. For this, execute the command:
set PerformanceCounting=true

3. Check the state of the PerformanceCounting parameter with the “view” command.

4,

Quit the Processing Server Manager console using the “quit” command.

Note: To view help on the Processing Server Manager console, use the “help” command.
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Description of counters:

1. ASCT Count — Application Server Communication Threads count. The number of running threads used for
interaction with the Application Server. By default, takes values from 1 to 3. Each thread opens its session.
Additional threads are started if, for the existing threads, latency (ASCT Latency) has reached two seconds.

2. ASCT Latency — Application Server Communication Thread latency (ms). The latency of processing re-
quests in the flows of interaction with the Processing Server. The downtime of queuing requests measured in
milliseconds.

The smaller this value, the better. The ideal value is zero. Values within 1000 (1 second) are the norm.

When the counter value reaches 2 seconds and the maximum number of threads is not running one more
thread is started. When the value reaches 30000 (30 seconds), the Processing Server switches to a critical
mode: it stops taking new tasks and retrieving information about projects on the server until the queue is un-
loaded. Therefore, a long stay is the state > 30 seconds is generally undesirable.

3. Primary Thread Latency — a delay in the response of the Processing Server measured in milliseconds. This
index shows the responsiveness of the server. The increase of this index leads to “freezing” of the Pro-
cessing Server Monitor.

It is desirable that the value of this counter be minimal. This counter is the most critical. The server does not
have auto-adjusting by the value of this counter. A response delay of more the 10 seconds is highly undesir-
able. As a rule, an excessive growth of this counter means that a network interaction with some station is ex-
tremely slow.

Note: With the “view” command of the Processing Server console, you can output the “Server lag time” value
that corresponds to the maximum of the Primary Thread Latency and ASCT Latency values.

4. Task Queue Size the size of the buffer allocated for the task. Includes all tasks displayed in the Processing
Server Monitor as well as some of the tasks deleted over the past 5 minutes. This counter does not matter
much in terms of administration however it can be used to monitor the correlation between the number of
tasks in the Processing Server and the occupied memory.

5. Cores Count —the number of cores in all started (which are in a state Started) Processing Stations of
FlexiCapture.

6. Free Cores — the number of free cores in all started (which are in a state Started) Processing Stations of
FlexiCapture. Allows you to estimate, whether there are enough cores in FlexiCapture.
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10.

11.

Pending Tasks — the number of tasks taken into processing by the Processing Server, but not yet assigned
to a Processing Station. Such tasks are displayed in the Processing Server Monitor in a Pending state. Note
that this number is not the number of tasks queued in the Processing Server.

This number may be proportional to the total number of cores in the system, but it should not be increased
indefinitely. Admissible value: up to 2 tasks per 1 core.

Running Tasks — the total number of tasks being executed in the Processing Server at the moment.

Export Count, Import Count, Recognition Count, Other Tasks Count — the number of corresponding
tasks (export, import, recognition and others) over the past 5 minutes.

Export Time, Import Time, Recognition Time, Other Tasks Time — an average execution time for the cor-
responding tasks (export, import, recognition and others) over the past 5 minutes.

Modification Server Locks Count — the number of documents that are blocked for executors. The counter
applies for the Processing Station only.

System counters

Sometimes, insufficient performance can be caused by the used hardware. In order to determine whether the hard-
ware complies with the load and whether it has bottlenecks, system performance counters must be used. Counter
used for different system components are described below.

RAM
1.

Memory: Available Mbytes — the amount of physical memory (RAM), in bytes, available to processes run-
ning on the computer. RAM consists of the physical memory and a swap file. If the RAM in the system is not
enough, the paging mechanism is used which can lead to slowdown.

Paging File: Usage — the use of paging. Data and code in the memory are divided into pages. On Intel, one
page is equal to 4096 byte. Paging is the process of moving pages between the physical to virtual memory.
Excessive movement of pages from disk into memory and vice versa can lead to severe CPU load. Such a
situation may look like a problem with the processor or disk.

Memory: Committed Bytes — the committed memory. The memory reserved in the file pagefile.sys in case
you need to dump the contents of physical memory to disk. The amount of allocated memory of the process
characterized the amount of memory actually consumed by it. The amount of allocated memory is limited to
the size of the paging file. The limit of the amount of allocated memory in the system (Memory: Commit Limit)
is determined by how much memory can be allocated to processes without increasing the size of the paging
file. The counter shows the total amount of allocated memory for all processes that is the actual amount of
memory used by the system.

Memory: Page Faults/sec shows how often the data are outside the working set. The working set is the
physical memory (RAM) visible to a process or a program. Page faults occur when the program requests a
code or data page which is not in the working set and must be found elsewhere. Includes soft page faults
and hard page faults. A soft page fault is a situation when the program requests a page which is memory but
out of working set. In this case, restoring data from disk is not required. A hard page fault is a situation when
the program requests a page which is not in the physical memory (RAM) and must be restored from disk.
Faults of this type are the best to show the presence of bottlenecks in the memory configuration. More than 5
faults per second show that RAM should be increased.

Memory: Page Input/sec total number of pages read from disk to resolve hard page faults. Comparing this counter
with Page Faults/sec shows the number of soft page faults.

Memory: Pages/sec — total number of pages read from disk and written to disk. This is the sum of Page
Outputs/sec (the number of pages that had to be written to the disk to make room in RAM for other pages as
a result of page fault) and Page Inputs/sec. The admissible average value is 0 — 20. The Pages/sec value of
more than 5 per second indicates a bottleneck in memory configuration. Comparing this counter with Page
Faults/sec gives an idea about the number of soft page faults and hard page faults.

It is also recommended to monitor the memory occupied by the following processes:

o FlexiBrSvc.exe — the process of the Processing Server and the Processing Station. If both services are
installed on the computer (not recommended), they can be distinguished by PID specified for the corre-
sponding services.

e w3wp.exe — IIS working processes.

e sqglserv.exe — SQL Server process

Processor
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It is recommended to exclude memory and other bottlenecks that load the processor before diagnosing a bottle-
neck caused by a process.

Identify processes that occupy more than 80% of CPU time. If the length of the queue is more than 2 threads, the
bottleneck in operation of the system is probably caused by this process.

1. System: % Processor Time: _Total — time (in percentage of the whole working time) during which all pro-
cessors were busy. For one processor, it is equal to the counter Processor: % Processor Time. For multiple
processors, an average counter value is used. The counter measures how much time (in %) the system
spends processing Idle processes and subtracts this percentage from 100 %. The resulting value corre-
sponds to the percentage of time, the processor actually spent working on productive threads.

2. Processor: % Total Processor Time: - the same as System: % Processor Time, though measured for each
processor.

3. System: Processor Queue Length shows how many threads are ready in the processor queue, but not cur-
rently able to use the processor. Does not include a thread that is processed at the moment. Shows the cur-
rent (not an average) value. The counter value of more than 2 indicates a bottleneck.

Disk
1. LogicalDisk or PhysicalDisk: % Disk Time — indicates how busy the disk is (% of working time).

2. LogicalDisk or PhysicalDisk: Current Disk Queue Length — measures the number of the 1/O transactions
that are waiting to be handled. Contains the current value (not an average). The counter value of more than 2
for a long period of time indicates a bottleneck.

3. Disk Bytes / sec: - the number of bytes transferred to the disk per second. The primary measure of the disk
performance.

4. Avg Disk Bytes / Transfer: - the average number of bytes transferred per read of the disk system. This is
an indicator of the disk efficiency. The higher the value, the better.

Network interface
1. Network Interface: Current Bandwidth — bandwidth of the network interface.

2. Network Interface: Bytes Total/sec — load of the network interface. If the load of the network interface is
75% or more of the bandwidth, then the network interface is a bottleneck. It is also worth comparing the load
with the base mode in which the work was stable.

3. Network Interface: Output Queue Length — network interface. If an average value of the counter is more
than two, it means that the network interface (or the capacity of the network infrastructure) cannot cope with
transferring data provided by the server. That is, server provides data at a faster rate than the network inter-
face is able to pass.

s

1. W3SVC_W3WP: Active Threads Count: FlexiCapture 11 Web Services — the number of active threads in
IS.

2. WebService: Current ISAPI Extension requests: Default Web site (if the FlexiCapture Application Server
has not been transmitted to a different site by the user) — the queue of requests to be processed in IIS. If the
gueue is significantly (2-3 times) larger than the number of active threads in IS, then IIS is likely to be a bot-
tleneck. You should take into account that the bottleneck may also be the SQL Server that executes requests
for a long time causing the queue of requests to increase.

SQL Server

SQL Server has a large number of performance counters which can help you not only estimate the server load,
but also, for example, investigate the behavior in case of custom settings (non-optimal settings can increase the
load on the server which can be visible with the help of the counters).

We recommend using the main counter responsible for the server performance:

1. SQLServer: SQL Statistics: Batch Requests/Sec counter — this counter measures the number of batch
requests received by SQL Server per second and allows you to monitor the load of processors in the server.
In general, more than 1000 batch requests per second tells of a very high load on the SQL Server and may
mean that if you have not experienced a shortage of CPU resources, you may run into it in the near future.
Of course, this number is relative, and the more powerful hardware you have, the more batch requests per
second can be handled by SQL Server.
In terms of network bottlenecks, a typical network card with a capacity of 100 Mb/s can only handle about
3000 batch requests per second. Under similar loads, you may need to switch to a network card with capaci-
ty of 1 Gbl/s.
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You can also use the counter SQLServer: Databases: Transaction/Sec: _Total to measure the total activi-
ty of SQL Server. However, it measures only the activity within the transaction, not the whole activity, which
can lead to erroneous results.
You can also use the following counters to analyze the amount of memory consumed by the server and estimate
whether the server has enough memory:
2. SQLServer: Memory Manager — Target Server Memory (KB) shows how much memory is required for
SQL Server. If the value of this parameter matches the value of SQLServer: Memory Manager — Total
Server Memory (KB), it means that SQL Server has enough memory.
3. SQLServer: Memory Manager — Total Server Memory (KB) shows how much memory SQL Server actu-
ally uses. If the value of this parameter matches the value of SQLServer: Memory Manager — Target
Server Memory (KB), it means that SQL Server has enough memory. However, if the value of this counter is
smaller, it means that more available memory is needed to optimize performance of SQL Server.
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Logging

Administration and Monitoring Console logs

The event and error logs available in the Administration and Monitoring Console are the main logs that register errors
that occur in the system in general. These logs record all errors that occur during document processing and affecting
the processing and all events that occur during document processing. To view the logs, select Monitoring=>Event
Log and Monitoring=>Error Log in the Administration and Monitoring Console. In the settings of the Administration
and Monitoring Console, you can specify what type of events should be logged. Logging all events is not recommend-
ed, as it can lead to a significant increase in the size of the database during an intensive processing.

Task processing logs on the Processing Servers

The Processing Server logs the processing of the tasks. The list of the active tasks and their logs can be accessed via
the Processing Server Monitor. To view a task log, select Actions=>View Log... when selecting the task.

OS event logs on the servers

The server components (Application Server, Processing Server, Licensing Server) and processing stations log errors
and warnings in the local event log of the operating system under which they are running (section: Application,
sources: FlexiCapture Executer for processing stations, FlexiCapture Processing Server for Processing Server,
FlexiCapture Web Services for Application Server and Fine Objects for Licensing Server). These logs can be ac-
cessed by the administrators both locally and remotely via the standard Event Viewer tool of the MMC console.

The local OS event log records not only processing errors, but also all errors in the operation of the server compo-
nents not directly related to the processing of documents. This log will list processing errors even if the Application
Server is inaccessible at the time of error and the error cannot be logged in the ABBYY FlexiCapture log.
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Working with Clusters

ABBYY FlexiCapture supports clusters.
There are two important benefits of using clusters:
e Fault tolerance: in case of failure of one of the servers, the request will be executed by another server.

e Distributed workloads: query processing is distributed among cluster nodes. This improves performance and
increases fault tolerance.

The following ABBYY FlexiCapture 11 components can be installed on clusters:

e  Processing Server

e Licensing Server

e Application Server
ABBYY FlexiCapture can work with Microsoft SQL Server installed on failover cluster.
The Processing Server and the Licensing Server are installed on failover clusters.

The Application Server, the Administration and Monitoring Console, and the Web Stations, which use IS (Internet
Information Services), are installed on NLB (Network Load Balancing) clusters.

Note. Failover and Network Load Balancing clusters cannot work on the same computer.
The following figure displays the clusterization of ABBYY FlexiCapture Servers and Microsoft SQL Server:

Processing and Protection
Application Server (NLB cluster) Servers (FailOver cluster)

SQL Server (FailOver cluster)

The deployment of the Processing Server and the Licensing Server on clusters is described below in this guide.

Setting Up the Processing Server

Failover clusters are used for clustering the Processing Server.
A detailed guide to failover clustering can be found on the Microsoft website.

Deploying the Processing Server on a Failover Cluster
In this section, you will find step-by-step instructions for setting up the server on a failover cluster.

Note. The addresses, computer names, domain names, etc. used below are not mandatory and may be changed by
the administrator.

Note. The following server configuration is intended only for local use in a local area network.
Important! The names of servers, services, and shared folders must not contain spaces.

©2014 ABBYY Production LLC. All rights reserved. 75


http://www.microsoft.com/Windowsserver2008/en/us/failover-clustering-main.aspx

Basic Configuration of the Failover Cluster

In this example, the processing server is deployed on a FOC cluster (FOC.cluster2008r2.ru). The cluster uses a net-
work with the address 192.168.0.0/24 and the domain cluster2008r2.ru.

The cluster consists of two nodes: Nodel and Node2.

Addressing in the Cluster

The Nodel and Node2 nodes have two network interfaces: one interface belongs to the 192.168.0.0/24 network, the

other may belong to your local area network (for example 10.0.0.0/16). The data storage only interfaces with the
192.168.0.0/24 network and is available only to the cluster nodes (i.e. Nodel and Node2).

Both networks are available to the cluster FOC.cluster2008r2.ru. Cluster traffic should only be allowed in the desig-
nated network 192.168.0.0/24 for security and workload balancing reasons. External users can access the data stor-
age through requests to Nodel and Node2. In order to allow cluster traffic in the 192.168.0.0/24 network, open the
Failover Cluster Manager, select Cluster Network in the Networks group, and choose Enabled in the Cluster Use
column (see the screenshot below).

ﬁ Failowver Cluster Manager ;IEIII

File Acton View Help
&= 5=
[ Fetover clsteraneger | | ~ctors
= & Foc ey Neworks |
= _=_ﬁ Modes View »
ﬁ Node1 MName I Status I Cluster Use
5 Nodez 33 Cluster Network @ Up Enabled @] Refresh
"_;d Storage iﬂ Bdemal Network @ Up Disabled Help
= j_fj Metworks
2 Custer Network Rbn—
? I:timal tl':etwork t4| show the critical events f...
e USTEr Even
B Properties
Help
;T Cluster Network
Status: Subnets:
Up 192.168.0.0/24 (IPv4)
4| | i
| |
Interfaces and networks:
Interface Network Description
Storage 192.168.0.1/24 Centralized storage
Nodel 192.168.0.11/24 Cluster node
Node?2 192.168.0.12/24 Cluster node
FOC 192.168.0.10/24 Cluster address
FC11ProcServer 192.168.0.2/24 Address of the service running in the clus-
ter

Domain users
To set up domain user accounts:
1. Create two domain users, for example cluster2008r2\nodeladmin and cluster2008r2\node2admin.
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2. Give administrator rights to cluster2008r2\nodeladmin on Nodel and to cluster2008r2\node2admin on
Node2.

Important! These user accounts will only be used for working with ABBYY FlexiCapture in a failover cluster to ensure

correct usage of shared network resources.
Important! Clustering requires the use of domain accounts. It is not possible to work under a local user account.
Adding the ABBYY FlexiCapture 11 Service to the Cluster

Install ABBYY FlexiCapture on Nodel and Node2, then create a network folder for the FlexiCapture service.
Creating the Service

Complete the following steps to create the service:
1. Right-click the Services and Applications group and choose Configure a Service or Application...
ﬁ Failover Cluster Manager — |EI|£|

File Acton View Help
e #mE
[ ot Haraae lm
= % & o
B ons Recent Cluster Events: None in the |as Services and apphicati..
Eﬁ Nodes -::nnhgun: a r .-'-\.|:||:|I||:ahn_|r|... &'ﬂ Configure a Service ...
J Storage T s I Type I Cumrent Owner I Auto stz
= Virtual Machines... 4 ines...
B Networks Virtual Machines 3
iti| Cluster Events ~ More Actions... 3 More Actions. .. 4
View 3 View »
Refresh no services and applications in the cluster. &) Refresh
Help Help
Status: Auto Start: Prefermed Owners:
Alerts: Storage: Curmrent Owner:
Client Access Name: Capacity: Other Resources:
IP Addresses:
Kl | {0l

I'I'his action enables you to select a service or application that you can configure for high availability. |

2. Select Generic Service from the list of services and click Next.
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£ High Availability Wizard

4°— Select Service or lication
& Aep

Before You Begin

Select Service
Client Access Paint
Select Storage

Feplicate Registry
Settings

Confirmation

Configure High
Awailability

Summary

Select the service or application that you want to corfigure for high availability:

X

j" File Server

E§| Generic Application
= Generic Script

., Generc Service

€ Intemet Storage Mame Service (SNS) Server
g Message Gueuing

@Cﬂher Server

= Prirt Server

‘M Remote Deskiop Connection Broker
= kil Mankinn

;I Description:

You can configure high availability for
zome services that were not ariginally
designed to run on a cluster. For more
information, see Configuring Generic

Applications and Generic Services for

high availability.

More ebout services and applications you can configure for high availability

< Previous I MNest = I

Cancel |

3. Choose ABBYY FlexiCapture 11 Processing Server from the list of available services and click Next.

54 High Availability Wizard

"= Select Service
%

Before You Begin

Select Service or
Application

Client Access Point
Select Storage

Feplicate Registry
Settings

Corfirmation

Configure High
Awvailability

Summary

Select the service you want to use from the list:

MName

| Description -

ABBYY FlexiCapture 10.0 Licensing Service

ABBY™ FexiCapture Licensing Service —

ABBYY FexiCapture 10.0 P
Application Bxperence
Application Host Helper Service
Application |dentity

Application Information
Application Layer Gateway Service
Application Management

ASP NET State Service

Background Inteligent Transfer Service

sing Server

ABBYY HexiCapture P

Processes application compatibility cache reque..
Provides administrative services for |15, for exam...
Determines and verfies the identity of an applica...
Facilitates the running of interactive applications...
Provides support for 3rd party protocol plug4ins f...
Processes installation, removal, and enumeratio ..
Provides support for out-of-process session state...
Transfers files in the background using idle netw... LI

Cancel

< Previous | MNest = I

X

4. Enter the name of the service (FC11ProcServer in this example) to be used by clients and choose an ad-
dress (192.168.0.2 in this example). Click Next.
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£ High Availability Wizard

#‘ Client Access Point
iy -{1..

Before You Begin Type the name that clients will use when accessing this service or application:

Select Service or

Application Name: |FC1DPmcSewer

Select Service One or more 1Pv4 addresses could not be configured automatically. For each network to be used, make sure
the network is selected, and then type an address.

Client Access

Select Storage
Feplicate Registry | Metwaorks Address
192.168.0.0/24 192 . 168 . 0 . 2

Settings v
Confirmation

Configure High
Auailability

Summany

More about how clients access a clustered service or application

< Previous I MNext = I Cancel

5. Choose the shared drive you created for centralized storage and click Next.

54 High Availability Wizard

ﬁ Select Storage

g
Before You Begin Select only the storage volumes that you want to assign to this service or application.
. ou can assign additional storage to this service or application after you complete this wizard.
Select Service or
Application
Select Seice MName | Status |
W —w FleedCapture Storage Online
Client Access Point o . @

Select Storage

Feplicate Registry
Settings

Corfirmation

Configure High
Auvailability

Summany

< Previous | Next = I Cancel

6. Specify the registry key:
e HKEY_LOCAL_MACHINE\SOFTWARE\ABBY Y\FlexiCapture\11.0 — for x32 systems
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e HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ABBY Y\FlexiCapture\11.0 — for x64 systems (see
the screenshot below)

54 High Availability Wizard |

|°— Replicate Registry Settin
;Jj p egistry gs

Before You Begin Programs or services may store data in the reqgistry. Therefore, it is important to have this data available on

the node on which they are running. Specify the registry keys under HKEY_LOCAL_MACHINE that should

fﬁ;?caﬁ;ﬂce L be replicated to all nodes in the cluster.

Select Service
Client Access Poirt
Select Storage

cate Registry

SOFTWARE \Wow6432Node \ABBY "\ FexdCapture’ 10,0

Settings

Corfirmation

Configure High
Awvailability
Add... Modify... Bemove

Summary

< Previous I Mext = Cancel |

7. Click Next to confirm the settings.

5 High Availability Wizard X

"= Confirmation
@

Before 'You Begin You are ready to configure high availability for 2 Generic Service.

Select Service or

Application

Select Service Service: ABBYY FlexiCapture 10.0 Frocessing Server ﬂ
. . - (ABBYY.ProcServer.FlexiCapture.10.0)

Cliertt Access Poirt Storage: FlexiCaptureStorage

Select Storage Metwork Name: FC10ProcServer

Replicate Registry IP Address: 192.168.0.2

Settings Registry Key: SOFTWARE\Wow6432Node \ABBY Y\ FlexiCapture\10.0

e Files (w86)\ABBYY FlexiCapture 10.0

— - Parameters: Servers\FlexiBRSvo.exe \service -stationType:server -

Configure High inifile:\\fo10procserver\ClusterTemph\Serversettings.xml

Availability

Summary ﬂ

To continue, click Next.

< Previous I Mext = Cancel

8. To complete the creation of the service in the cluster, click Finish.

© 2014 ABBYY Production LLC. All rights reserved.

80



5% High Availability Wizard X

= S
;,;I—-_;j ummary

Before You Begin High availabilty was successfulty configured for the service or application.

Select Service or

Application

Select Service ﬂ
P S _— ABBYY FlexiCapture 10.0 Processing Server

B Service: (ABEYY.ProcServer.FlexiCapture.10.0)

Select Storage Storage: FlexiCaptureStorage

Replicate Registry Metwork Name: FC10ProcServer

Settings IP Address: 192.168.0.2

FrrtEr Registry Key: SOFTWARE\Wow6432Node \ABBYY \FlexiCapture}10.0

Corfi Hih Files (x86)\ABBYY FlexiCapture 10.0

o 'IIgII;'II?' Ign Parameters: Servers\FlexiBRSvc.exe \service -stationType:server -

I El inifile:\\fclO0procserver\ClusterTemp\Serversettings.xml

=
i To view the report created by the wizard, click View Report.

To close this wizard, click Finish. Miew Report...

Creating a Shared Folder for the Processing Server Service

1. The cluster nodes Node 1 and Node 2 need a shared folder where to store their temporary files. To create a
shared folder for the nodes, right-click the service you created (in this case FC11ProcServer) and choose
Add a Shared Folder. In this example, the shared drive H:\ was used (this drive was earlier created at the
Storage computer). In the Location field, enter the name of the folder you want to share, for example
H:\Cluster Temp.
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f&® Provision a Shared Folder Wizard (FC10ProcServer)

_ o) x|
| Shared Folder Location
Bzl
Steps:
Specify the folder that you want to share. On a volume with appropriate characternistics
Shared Folder Location and space, select an existing folder or create a new one. f an appropriate volume does
not exist, click Provision Storage and create one.
MTFS Pemissions
Share Protocols
Location:
Review Setti d Creat B |
Sh:rzw ings an & H:\ClusterTemp =
Confirmation
Available volumes:
YWolume | Capacity | Free Space | Type
Mew Vaolume (H:) 1.021 MB 588 MB Simple
1] |
— Details
Volume:  Mew Volume (H:)
Shadow copies:  Unknown
Indexing:  Unknown
Highly available server:  FC10PROCSERVER
Provision Storage... |
< Brevious | MNext > Cancel
2.

sions... button.
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&% Provision a Shared Folder Wizard (FC10ProcServer)

_ o x|
~ | NTFS Permissions

—
Steps:

Specify NTFS permissions to control how individual users and groups access this folder
Shared Folder Location locally. For network access to a shared folder, the more restrictive of the NTFS

o pemissions and the share permissions configured for the share protocol detemine the

NTFS Permissions level of access granted to users and groups.
Share Protocols
Review Settings and Create
Share Path:
Confimation IH:\CIusterTemp

Do you want to change the NTFS pemissions for this folder?

™ Mo, do not change NTFS pemissions

¥ Yes, change NTFS permissions

To change NTFS pemissions, click Edit Pemmissions.
Edit Permissions... I
For more information about sharing and permissions, see Manzaing Permissions
for Shared Folders.
< Previous MNex Cancel

3.

To add new users, click Add... The Select Users, Computers, Service Accounts, or Groups dialog box
will open. Add the two previously created users from the cluster2008r2 domain and click OK.

select Users, Computers, Service Accounts, or Groups d A
Select this object type:
Il._lsers. Groups, or Buit-in securty prncipals Chject Types...

Erom this location:
|dusterzm3r2.m

Locations...

Enterthe object names to select (e=xamples):

node 1admin (node 1admin@cluster?008:2 i) Check Mames
node2admin (nodeZadmin@cluster?008r2.n)

44

Advanced. .. | QK I Cancel
P

Give full access permissions for the folder \FC11ProcServer\ClusterTemp to the users hodeladmin and
node2admin.

4,
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5.

l Permissions for ClusterTemp

Securty |

Group or user names:

52 SYSTEM
'2_'?__ Administrators (MO DE2\Administrators)

node 1admin {node 1admin@cluster2008r2 )
;, node Zadmin {nodeZadmin@cluster2 0082 ru)
82, Users (NODEZ\Users)
A

Add.. | Bemove |
Pemissions for node1admin Allow Dery
Full Control O =~
Modify O
Read & Bxecute O
List Folder Contents O —
Read O -

For special permissions or advanced settings, Ad e |
click Advanced. —e

Leam about access control and permissions

ok | cancel |

Apply

Choose SMB as the protocol over which users will access the folder.
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&% Provision a Shared Folder Wizard (FC10ProcServer)

Share Protocols

zl

Steps:

Shared Folder Location
NTFS Permissions

Share Protocols

SME Settings

SMEB Pemissions

DFS Mamespace Publishing

Review Settings and Create
Share

Confirmation

Select each protocol over which users can access this shared folder.

¥ smB

Share name:

ClusterTemp)

Share path:

I\'\FC‘I OPROCSERVER Cluster Temp

™ MES

Share name:

Share path:

-ﬁ- Services for NFS is not installed on this server.

Far more information about creating highly available share, see Cluster
Administrator Help.

< Previous |

MNex

=10l =]

Cancel

6. In the Description field, provide a description for the folder which will help you with support and maintenance
in the future. Click the Advanced... button to edit access permissions for SMB-based access.
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&% Provision a Shared Folder Wizard (FC10ProcServer)

~ | SMB Settings
—

Steps:

Shared Folder Location
NTFS Permissions

Share Protocols

SME Settings

SMEB Pemissions

DFS Mamespace Publishing

Review Settings and Create
Share

Confirmation

Specify how this shared folder is to be used by clients accessing it over the SMB
protocol. You can use the description to add comments about how the shared folder
is used. You can also control advanced SMEB settings including the maxdmum
connections allowed, access-based enumeration, and offline availability.

Share path:
|‘\\FC‘| OPROCSERVERCluster Temp

Description:

This is temporary folder for FlexiCapture 10 Processing Servers operating in Failover
Cluster FC10ProcServer

— Advanced settings

User limit: IMa:imum allowed

Access-based enumeration: IDisabIed

Cffline settings: ISeIeded files and programs available offline

To change these settings, click Advanced. Advanced... |

< Previous | MNex I Cancel

=10l =]

7. Click Add... The Permissions for ClusterTemp window will open. Add the two previously created users
from the cluster2008r2 domain and click OK. Give the users hodeladmin and node2admin full access per-
missions for \FC11ProcServer\ClusterTemp.
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8.

l Permissions for ClusterTemp : El

Securty |

Group or user names:

52 Everyone
1 node ladmin {node ladmin@cluster2008r2 ni)
E, nodeZadmin {node 2admin@cluster2008r2 )

Pemissions for node1admin

Full Contro
Change
Read

Leam about access control and permissions

oK Cancel Apply

If you want to publish the SMB share to a DFS namespace, select the corresponding option and click Next.
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&% Provision a Shared Folder Wizard (FC10ProcServer)

-
Steps:
Shared Folder Location
NTFS Permissions

Share Protocols

SME Settings

SMB Permissions

DFS Mamespace Publishing

Review Settings and Create
Share

Confirmation

DFS Namespace Publishing

*fou can publish an SMB share to @ DFS namespace by specifying an existing

namespace and the folders you want to create in the namespace. The last folder in the

namespace path will have the new share as a folder target.

r Publish the SMEB share to @ DFS namespace

Parent folder in namespace:

| Browse... |

Example: “\Domain“MName"Folder

New folder name:

Example: Name or NewFolder'Name

Preview of namespace path:

Far more information about DFS Namespaces, see Namespaces.

< Previous |

MNex

=10l =]

Cancel

9. Check your settings and click Create to create the shared folder.
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&% Provision a Shared Folder Wizard (FC10ProcServer)

=10l =]

Review Settings and Create Share

B

Steps:
To provision a shared folder with the following settings, click Create. To change any of
Shared Folder Location these setting, click Previous or select the appropriate page in the orientation pane.

MTFS Pemissions

Share Protocols

Share folder settings:
SME Settings I5hare on FC10ProcServer |
Share location: H:\ClusterTemp
SME Pemissions NTFS pemissions:
. BUILTIN"Administrators = Alow:: Full Control {explicit)

DFS Namespace Publishing CLUSTER2008R2 node 1admin = Allow:: Full Control {sxplicit)

. . CLUSTER2008R2\nodeZadmin = Allow:: Full Control (explicit)
Beview Seftings and Create BUILTIN'Administrators = Alow: Full Control inherited)

NT AUTHORITY\SYSTEM = Allow:: Full Cortrol {inherited)

Corfirmation CREATOR OWMNER = Allow:: {inherited)

BUILTIN'Users = Allow:: Read & Execute | List Folder Contents |
BUILTINUsers = Allow:: Create Folders / Append Data (inhentec
BUILTIN'Users = Allow:: Create Files / Write Data (inherted)
Share over SME; ClusterTemp
Share path: “\FC10PROCSERVERClusterTemp
Description: This is temporary folder for FlexiCapture 10 Processin
User limit: Maximum allowed
Cffline setting: Selected files and programs available offline
SME permissions:
Everyone = Allow:: Read
CLUSTER2008RZ2 node Tadmin = Allow:: Full Control
CLUSTER2008RZ2 nodeZadmin = Allow:: Full Control

o
4| | 3

< Previous | Creste I Cancel

10. Click Close to complete the creation of the shared folder.

©2014 ABBYY Production LLC. All rights reserved. 89



&% Provision a Shared Folder Wizard (FC10ProcServer) 1Ol =l

. Confirmation

Steps:
Shared Folder Location Iol You have successfully completed the Provision a Shared Folder Wizard.
NTFS Pemissions o

Share Protocols

Tasks | Emo
SME Settings | Eror | | |
Task Status
SME Permissi —
SISSIans i@ Share over SMB Success

DFS Mamespace Publishing

Review Settings and Create
Share

Confirmation

©2014 ABBYY Production LLC. All rights reserved. %



Setting Up the Cluster Nodes

Next you must set up the cluster nodes Nodel and Node2. The instructions below apply to Nodel. The other nodes

are set up identically.
Setting Up the ABBYY FlexiCapture Processing Server Local Service

To set up the service, complete the following steps:

1. Enter the following command in the command line (cmd.exe):

sc config ABBYY.ProcServer.FlexiCapture.11 binpath= "%systemdrive%\Program Files (x86)\ABBYY

FlexiCapture 11 Servers\FlexiBRSvc.exe \service -stationType:server -
inifile:\\fc11procserver\ClusterTemp\ServerSettings.xml"

This command changes the default settings for the process ABBYY.ProcServer.FlexiCapture.11, which is
launched from the file "%systemdrive% \ Program Files (x86) \ ABBYY FlexiCapture 11 Servers \
FlexiBRSvc.exe," and sets the path to the following file that contains the settings for the Processing Server: \
\fcllprocserver \ ClusterTemp \ ServerSettings.xml. Now the file ServerSettings.xml will be stored in the

shared folder and will be available to all nodes in the cluster.

2. Find the service ABBYY FlexiCapture 11 Processing Server in the list of services (Start -> Administrative

Tools -> Services). Right-click the service and choose Properties.

=10l =l

Fle Acton View Hep

e ElEREIEN =

ARBYY FlexiCapture 10L0 Processing MName <

©. Services {Local] {3 services {Local)

I Diescriotion I Status I Startup Ty = |

Server {C} ABBYY FlexiCapture 10,0 Licensing Service

; essing Server
£ ABBYY FlexiCapture 10.0 Processing Station
k- Application Experience

&k Application Host Helper Service

£} Application Id=ntity

‘£happlication Information

£} Application Layer Gateway Service

& Application Managemaent

CLASPMET Stat= Service

£l Background Inteligent Transfer Servics
\L}.Base Filtering Engine:

Ck Certifcate Propaaation

Sk Clustzr Servige

ELICNG <ey Isolation

CLCOM+ Event System

(LLCOM+ System Application

LhComputer Browser

Sl Credential Manager

Sk Urypographic Services

£ DCOM Server Process Launcher

Ll Deskop Window Manager Session Manager
LLDFS Namespace

{1 DFS Replication

«

Swp he service
Rastart the service

D=scription:
AJBYY FlexiCapturs Processing Server
Service

ABBYY Flex... Started

ABBYY Fl

Avtomatic

- cStort
ABEYY Flex.. = atic

Processes ... E:ZE al _
Provides a. .. atic
Determines. . Resune &l
Fadlitates t.. —— al
Provides su.. Al Tasks »
Mrocesgedin,g. - [al
Provides su.. e al
Transfers fi..

The Base Fi..

Copies use... iET al
Enables ser.., Started ALtomatic
The CNG k. .. Manual
Supports 5., Started ALtomatic
Manages t. .. Manual
Maintains a... Disabled
Provides se... Manual
Hrovides fo... Started Automatic
The DCOM... Started ALtomatic
Provides Du., Slar bed Avlumialic
Enables yo... Started ALtomatic
Enables yo... Started

Avtomatic o
| »

Exlermled 4 Slandard i

|Dper|s the properties dislog box for the current selection.

3. Make sure that the parameters you typed in the command line are displayed in the Path to executable field.
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4.

f

ABBYY FlexiCapture 10 Processing Server Properties (Local Comput... @

General | Log On | Recovery Dependencies|

Service name: ABBYY ProcServer FlexiCapture. 100

Digplay name: ABBYY FlemiCapture 10 Processing Server

Description: ABBYY FlesiCapture Proceszsing Server service -

Path to executable:
ztationT ppe:zerver -inifile: \Wol Dprocserver\ClusterT emphS erverS ettings. =m

Startup type: [.-’-'-.ut-:umatic i

Help me configure zervice startup ophions,

Service status: Stopped

Stop Pauze Bezume

Y'ou can specify the start parameters that apply when pou start the zervice
from here.

Start parameters:

0k, ] [ Cancel Apply

-

Go to the Log On tab. For Nodel, change the user NetworkService to nodeladmin. For Node2, change the

user NetworkService to node2admin. Click OK.
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ABBYY FlexiCapture 10.0 Processing Server ﬂ

"General LogOn |Hecu'u'er'_f Dependencies

Log on as:

™ Local System account

[T Allow service bo interact with desktop

¥ This account: Inu:ude1admin@clusterEDDBrE.n_l
Pasgword: I---------------
Confirm password: I---------------

Help me corfigure user accourt log on options.

QK Cancel Spply

Changing the variable %appdata%

The service ABBYY.ProcServer.FlexiCapture.11 creates and stores session data in the location referenced by the
variable %appdata%. The users nodeladmin and node2admin must have the same folder specified for %appdata% in
order for the service to switch between cluster nodes.

Important! For the user cluster2008r2\nodeladmin, the variable %appdata% must be changed on Nodel. For the
user cluster2008r2\node2admin, the variable %appdata% must be changed on Node2.

You can change the variable %appdata% through the command line or directly in the registry.
To change %appdata% through the command line:

1. Enter the following command in the command line (cmd.exe):
REG ADD "HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders" /v AppData /t
REG_EXPAND_SZ /d \FC11ProcServer\ClusterTemp, where WFC11ProcServer\ClusterTemp should be
replaced wit the path to your folder.

2. Confirm that you want to change the AppData folder if it already exists.
3. Repeat steps 1 and 2 for Node2.
To change %appdata% directly:

1. Find the key HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders in the registry.

2. Ifitdoesn’t already exist, create a REG_EXPAND_SZ type variable with the name AppData in this key. Set
its value to \FC11ProcServer\ClusterTemp.

3. Repeat steps 1 and 2 for Node2.

Connecting the Processing Server Monitor

To connect the Processing Server Monitor, choose a node to which the FC11ProcServer service will belong, then
open the Processing Server Monitor on any computer in your LAN and add the clustered Processing Server.
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Setting Up the Licensing Server
The Licensing Server service can be added to the cluster identically to the Processing Server service.

The same serial number should be activated (the serial number must support at least two activations). The serial
number must not change depending on the node provided by the Licensing Server.

The stations must be restarted after the service switches between the cluster nodes. The Processing Server stops
and automatically starts in 5 minutes. The remote stations continue working with their tickets if the same serial number
is used for all of the cluster nodes.

A separate log file with page use statistics is created on each cluster node in the folder
%allusersprofile%\ABBYY\FlexiCapture\11\Licenses. To obtain summary statistics, the values from all of the nodes
must be added. If a serial number which allows two activations is activated on the nodes Nodel and Node2, then
pages are counted for the Nodel license when Nodel is running and for Node?2 license when Node2 is running. If the
page limit specified for the serial number is 100 pages, then, besides the main 100 pages, 100 more pages are added
to be used when working on the other node.

Setting Up the Application Server (and clustering the Administration and
Monitoring Console and Web Stations)

The ABBYY FlexiCapture 11 Application Server can be deployed on an NLB cluster to balance workloads and speed
up query processing.
Detailed information about Network Load Balancing technology can be found on the Microsoft website.

Setting Up an NLB Cluster for the Application Server

In this section, you will find step-by-step instructions for setting up an NLB cluster for the Application Server.

The Administration and Monitoring Console and Web Stations are clustered together with the Application Server.
A detailed overview of NLB cluster settings can be found on the Microsoft website.

Note. The addresses, computer names, domain names, etc. used below are not mandatory and may be changed by
the administrator.

Setting Up the Cluster
To set up the cluster, complete the following steps:

1. Install the Application Server on each cluster node. The database, File Storage Folder, Processing Server,
Licensing Server, and Application Server clients must be located on a different computer, which must be ac-
cessible to all nodes in the cluster.

2. In Windows Features, add Network Load Balancing to each node in the cluster. This can be done by clicking
the Add Features link in the main window of the Server Manager (Start -> Administrative Tools -> Server
Manager).

3. Assign an IP address to the cluster via which the cluster can access the nodes as a unit. (This is a virtual
cluster address.)

If a single network interface is used for client/cluster traffic and other network traffic on the nodes (as is usual in
Multicast mode), each host in the cluster must have a dedicated IP address (in addition to the virtual address,
which is common to all cluster nodes). A host will use its dedicated IP address instead of the virtual cluster ad-
dress for incoming connections to the cluster nodes over Telnet, SSH and other protocols, and for outbound
connections from the cluster nodes.

All cluster nodes must receive all incoming cluster traffic. The balancing algorithm determines which cluster node
should respond to a given query. The choice between Unicast and Multicast depends on your network configura-
tion.
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4. You can use the Performance Monitor for IIS (accessible through the toolbar of the Microsoft Management
Console (MMC)) to monitor node activity. In the Web Service object, for each node, add the ISAPI Extension
Requests/sec counter for Default Web Site (this is the location of the Application Server in the 1IS).

Selecting the Unicast or Multicast Method of Distributing Incoming Requests

The choice between the Unicast and Multicast methods depends on your network configuration. A detailed description
of the two methods can be found on the Microsoft website.

Balancing Workloads in the Cluster, Setting Up Hosts
You can set up cluster traffic to be balanced and filtered by ports.
ABBYY FlexiCapture requires the TCP protocol for its operation. There are two filtering modes: Single Host and Multi-
ple Host.
« Single host
This mode provides fault tolerance, but does not allow load balancing. Only one cluster node is active at a time.

. Multiple host
Traffic from a predefined range of ports is handled by the node with the highest priority in the cluster. All cluster nodes
function simultaneously.
This mode provides both workload balancing and fault tolerance.
Traffic from a predefined range of ports is balanced among nodes. You can also set the Affinity parameter to:

¢ None (not recommended)
If this option is selected, multiple connections (TCP sessions) from a single client can be handled by different
nodes.

e Single (recommended)
If this option is selected, all connections from a single client are handled by one node.

e Network (Class C) (recommended)
If this option is selected, all queries from the TCP/IP Class C address space are handled by one node. This
may be necessary if there is a proxy server between the client and the cluster.

Setting Up the Application Server
Complete the following steps to set up the Application Server:

1. Create a shared folder that can be accessed by all of the nodes in the cluster.

2. Install Microsoft SQL Server. Microsoft SQL Server must be available to all cluster nodes.
3. Install the Application Sever on all cluster nodes.
4

On the first cluster node, run the Administration and Monitoring Console and create a database and spec-
ify a shared storage.

5. On each of the remaining cluster nodes, run the Administration and Monitoring Console and connect to
the database you created.
Important! For this operation, SQL authentication must be used.

6. Onthe SQL Server, give full access permissions for the database to all users on all cluster nodes under
whose accounts IIS is running (the World Wide Web Publishing Service must be running in the service list).
Permissions for the first node are given automatically when the database is created, other permissions must
be given manually. By default, IS runs under the user Network Service. In this case, assuming IIS is running
on computer NodeN, you must give full access permissions to the user DomainName\NodeN$ on the SQL
Server.

7. If the Application Server is not unavailable in the cluster, but PING requests still reach the cluster, check if IS
is available in the cluster. To do this check, place a static *.html file in the folder
%systemdrive%o\inetpub\wwwroot (usually this folder already contains an iisstart.htm file) and open this file in
a browser: \\ClusterAddressl\iisstart.htm. Pay attention to the proxy server settings in your browser when
opening the file.

Running Server Application Clients

We recommend that you place all cluster nodes in one domain and run Application Server clients under domain user
accounts.

Running Application Server clients under local user accounts is not recommended for the following reason.

In the usual (i.e. non-clustered) configuration of the Application Server, the following authentication method may be
used: on the computer where the Application Server is installed, a local user is created, with its own user name and
password; now any client may connect to the Application Server under this user’s account.

In a clustered configuration, the Application Server that processes client requests may be placed on different comput-
ers, and the actual user name will change accordingly: on the computer nodel, the user name will be node1\User,
while on the computer node2, the user name will be node2\User. This may disrupt the operation of the system.

Running Application Server clients under domain users avoids this problem.

©2014 ABBYY Production LLC. All rights reserved. 95


http://technet.microsoft.com/en-us/library/cc782694(WS.10).aspx

To connect clients on remote computers which are not in the domain, you can use basic authentication and a user
account in the domain to which the cluster belongs. Suppose the clustered Application Server is in the cluster domain
and the computer of the verification operator is not in this domain. All you need to do is create in the cluster domain an
account for the user cluster\VerificationOperator and communicate the account name and password to the verification
operator. Now the verification operator will be able to connect to the Application Server using this account and basic
authentication on the Verification Station.

Note. To use basic authentication for clients, be sure to enable basic authentication for the folder
FlexiCapturell\Server in IIS. Otherwise, users will get HTTP 401 error when attempting to connect.
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Technical Support

Should you have any questions regarding the installation and use of ABBYY FlexiCapture, please contact the ABBYY
technical support service or the technical support service of the ABBYY partner from which you obtained the software.
For contact details, see the Technical Support section of the ABBYY website at www.abbyy.com.
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